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APPLICABILITY TABLE

| PRODUCT |

GC.MO0A.03.17
(868 MHz)
GJ.M0OA.03.18
(868 MHz + 500mW)
GD.MOA.03.17
(433 MHz)
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SPECIFICATIONS SUBJECT TO CHANGE WITHOUT NOTICE

Notice

While reasonable efforts have been made to asbaread¢curacy of this document, Telit
assumes no liability resulting from any inaccuraae omissions in this document, or from
use of the information obtained herein. The infdiarain this document has been carefully
checked and is believed to be entirely reliablewkler, no responsibility is assumed for
inaccuracies or omissions. Telit reserves the tigimhake changes to any products described
herein and reserves the right to revise this doocdiraed to make changes from time to time
in content hereof with no obligation to notify apgrson of revisions or changes. Telit does
not assume any liability arising out of the appiwa or use of any product, software, or
circuit described herein; neither does it convegrise under its patent rights or the rights of
others.

It is possible that this publication may contairferences to, or information about Telit
products (machines and programs), programmingeisices that are not announced in your
country. Such references or information must notdmestrued to mean that Telit intends to
announce such Telit products, programming, or sesvin your country.

Copyrights

This instruction manual and the Telit products désd in this instruction manual may be,
include or describe copyrighted Telit material, fsuas computer programs stored in
semiconductor memories or other media. Laws inltdlg and other countries preserve for
Telit and its licensors certain exclusive rights foopyrighted material, including the
exclusive right to copy, reproduce in any formtrdisite and make derivative works of the
copyrighted material. Accordingly, any copyrightedaterial of Telit and its licensors
contained herein or in the Telit products descriedhis instruction manual may not be
copied, reproduced, distributed, merged or modifiedany manner without the express
written permission of Telit. Furthermore, the puasé of Telit products shall not be deemed
to grant either directly or by implication, estopper otherwise, any license under the
copyrights, patents or patent applications of Taktarises by operation of law in the sale of a
product.

Computer Software Copyrights

The Telit and 3rd Party supplied Software (SW) pidd described in this instruction manual
may include copyrighted Telit and other 3rd Pamppied computer programs stored in
semiconductor memories or other media. Laws inltddg and other countries preserve for
Telit and other 3rd Party supplied SW certain eswiel rights for copyrighted computer
programs, including the exclusive right to copyreproduce in any form the copyrighted
computer program. Accordingly, any copyrighted e other 3rd Party supplied SW
computer programs contained in the Telit produetscdbed in this instruction manual may
not be copied (reverse engineered) or reproduceshynmanner without the express written
permission of Telit or the 3rd Party SW supplieurtRermore, the purchase of Telit products
shall not be deemed to grant either directly orirbplication, estoppel, or otherwise, any
license under the copyrights, patents or patericgiions of Telit or other 3rd Party supplied
SW, except for the normal non-exclusive, royalgeflicense to use that arises by operation
of law in the sale of a product.
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Usage and Disclosure Restrictions

License Agreements

The software described in this document is the gntypof Telit and its licensors. It is
furnished by express license agreement only and eaysed only in accordance with the
terms of such an agreement.

Copyrighted Materials

Software and documentation are copyrighted mageri®aking unauthorized copies is
prohibited by law. No part of the software or doamtation may be reproduced, transmitted,
transcribed, stored in a retrieval system, or {eded into any language or computer language,
in any form or by any means, without prior writfeermission of Telit

High Risk Materials

Components, units, or third-party products usedhm product described herein are NOT
fault-tolerant and are NOT designed, manufactucedintended for use as on-line control
equipment in the following hazardous environmegtpuiring fail-safe controls: the operation
of Nuclear Facilities, Aircraft Navigation or Airgft Communication Systems, Air Traffic
Control, Life Support, or Weapons Systems (HighkRistivities"). Telit and its supplier(s)
specifically disclaim any expressed or implied waty of fithess for such High Risk
Activities.

Trademarks

TELIT and the Stylized T Logo are registered indenaark Office. All other product or
service names are the property of their respectumeers.

Copyright © Telit Communications S.p.A. 2013.
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1. Introduction

1.1. Scope

Scope of this document is to present the featurdgfae application of the Low Power Mesh
embedded firmware, available on the NE-50/NE-70.

1.2. Audience

This document is intended for developers who ameguthe NE-50/NE-70 modules and Low
Power Mesh embedded firmware.

1.3. Contact Information, Support

For general contact, technical support, to repodudhentation errors and to order manuals,
contact Telit Technical Support Center (TTSC) at:

TS-EMEA@telit.com
TS-NORTHAMERICA@telit.com
TS-LATINAMERICA@telit.com
TS-APAC@telit.com

Alternatively, use:
http://www.telit.com/en/products/technical-suppeoetter/contact.php

For detailed information about where you can by Telit modules or for recommendations
on accessories and components visit:

http://www.telit.com

To register for product news and announcementsoorpfoduct questions contact Telit
Technical Support Center (TTSC).

Our aim is to make this guide as helpful as possikéep us informed of your comments and
suggestions for improvements.

Telit appreciates feedback from the users of diarination.

=) |3 <
= 1 hld o P G @ ol
N S 4 = e
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1.4. Document Organization
This document contains the following chapters:

“Chapter 1: Introduction’provides a scope for this document, target audieaontact and
support information, and text conventions.

“Chapter2: NE-50/NE-70 architecturgives an overview of the features of the product.

“Chapter 3: Functionalitiesdescribes in details the characteristics of tloelpet.

“Chapter 4: Configuring NE-50/NE-70 Modulgrovides some fundamental hints about the
module configuration.

“Chapter 5: Network building”provides some suggestion about the best configarat
depending on the needs of the user.

“Chapter 6: Flashingprovides a little how to about the module flashing

“Chapter 7: Low Power modegirovides some explanation about the low power naakits
features.

“Chapter 8: Appendix"Describes differences between “Low Power Mesh” &addOne”
protocols

“Chapter 9: Glossary'provides a complete list of acronyms and abbririatised in this
document.

“Chapter 10: Document Historydrovides a complete revision list

1.5. Text Conventions
@ Danger — This information MUST be followed or catgphic equipment failure or bodily
injury may occur.

Caution or Warning — Alerts the user to importanbmts about integrating the module, if
these points are not followed, the module and ersgiuequipment may fail or malfunction.

Tip or Information — Provides advice and suggestiom that may be useful when
integrating the module.

@ =

All dates are in ISO 8601 format, i.e. YYYY-MM-DD.
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1.6. Related Documents
e [1] EN 300 220-2 v2.3.1, ETSI Standards for SRE@hruary 2010
* [2] ERC Rec 70-03, ERC Recommendation for SRDe 2610
* [3] xE50-433/868 RF Module User Guide, 1VV0300905
* [4] SR Tool User Guide, 1vwv0300899
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NE-50/NE-70 architecture

A wireless mesh network topology stands for a rhafii network where nodes can send and
receive messages, and also function as a routetap messages for its neighbors. Through
the relaying process, a packet of wireless dathfimid its way to its destination, passing
through intermediate nodes with reliable commuimcalinks.

i 1@

Computer

PLC

Figure 1 Example of mesh topology

Mesh networking is the ability to use a wireless dece as logical repeater to transfer
data between two end points without direct radio conection. It is a way to increase
reliability and distance of a wireless link.

There are two types of mesh topology, full mesh @eudial mesh:

* Full mesh topology occurs when every node has aexiion to every other node in
the network. Full mesh is very expensive to impletriit yields the greatest amount
of redundancy, so in the event that one of thostesdails, network traffic can be
directed to any of the other nodes. Full mesh igallg reserved for backbone
networks.
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Figure 2 Full mesh topology

» Partial mesh topology is less expensive to impldéraad yields less redundancy than
full mesh topology. With partial mesh, some nodes arganized in a full mesh
scheme but others are only connected to one orinwtbe network. Partial mesh
topology is commonly found in peripheral networkeneected to a full meshed

backbone.
&
Figure 3 Partial mesh topology
2.1. Target of Telit Low Power Mesh

The target of Low Power Mesh is to fit the commarstomer applications, while keeping
simplicity and cost efficiency.

Low Power Mesh protocol stack is the standard fiemawon NE-50/NE-70 Family [3].
Here are the key characteristics of Low Power Mesh

* Most of the applications targeted is gatheringnifoimation from a central point or
controlling devices from a central point. Therefoaepartial mesh is sufficient and
cluster tree topology is a natural choice whichaines most of the applications.

Low Power Mesh is a partial mesh network based onlGster Tree topology

« A lot of applications targeted need efficient powmanagement to be battery
operated, so that all the network nodes must be power. It implies a real
management of stand-by mode for all the devices éve router.
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Low Power Mesh network is a true low power network

* Furthermore, according to ETSI standards, 868 Mhid 433 MHz radio modules
have limited baud rate: any dynamic routing protaeould take significant part of
the global bandwidth, and would impact bandwidthilable for user data. Routing
by the natural hierarchical addressing keep theimax bandwidth for the user
application while ensure high reliability. The deation is directly read from the
network address of the sending and receiving device

Low Power Mesh network is based on hierarchical adessing

* To keep maximum efficiency and simplicity in theeusf Low Power Mesh, it is
important to implement an easy method for netwoukding. It is done by auto
acquisition capabilities, which means that each dewice can automatically join the
network if the ID parameters match.

Low Power Mesh network has auto acquisition capalitly

e Although Low Power Mesh is a STATIC network topofofe. nodes can’t move
dynamically in the network), the Low Power Mesh laso repair capabilities. If a
link is lost for any reason, Low Power Mesh detdbis trouble and tries others
associations to reach normal data transmission.

Low Power Mesh network is static but with auto repa capability
2.2. Basic principles
2.2.1. Network Set Up

The network can be either set up manually accorttingser preferences or almost automatic
for easier and faster configuration.

There are 3 different logical devices:

* The Coordinatoiis at the top of the tree (Layer 0), it is onlyleald exchange data
with device placed under.

* Routersare present at each middle layers and can excldatgeeither with upper or
lower devices. A Router can be the final recipigihé frame, or can route a frame to
another layer.

* EndPointsare placed at each termination of the tree; thay anly exchange data
with the upper layer.

The setting up of the network can be dynamic:

* Once the network master is up and running, anydeyice coming up in a reachable
distance will attach itself to the root if the netk ID and optional security
parameters match.

* The same process applies for depth N node becomdatdor depth N+1

S

—

)‘ ';' 'i iy > |
T\ (o & { :r"" 4
wrmw/_ T 3 i_" ]
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2.2.2. Communication

Master — leaf communication

This is the typical use of this functionality, des$ are addressed by a unique identifier (serial
number), and they dynamically acquire their netwailress. Since this address is based on a
hierarchical structure, the data flow follows theetstructure (see Figure 4).

) \
U 2

&7 _____ Communication path

Figure 4 Master to Leaf Communication

Leaf- Leaf Communicatian
This is also supported, but should keep in mind wisole traffic goes through the nearest

common root node between the two leaves therefbres limited to low traffic type
applications.

~ Communication path

Figure 5 Leaf to Leaf Communication

= ,/J'll‘ E 2
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2.2.3. Maintenance

The maintenance of the network is dynamic:
» Master node failure: it is a critical failure whicequires this node to be replaced for
the network to function again. Then the whole neknsets back automatically.
* Router node failure: all the devices attached ts tlode reinitialize their network
attachment procedure in a transparent way anddirather attachment point inside

the network.
Q ~
\/ Network Master
............. Failing link

New reliable linl

Figure 6 Auto-repaired Logical Configuration
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Telit

Low Power Mesh Protocol Stack User Guide
1vv0300944 Rev.5 - 2013-05-06

3. Functionalities
3.1. Typical Network Architecture
Layer O
A
S
Layer 1 S %
E 0
> Q
2 15
3 8
Layer 2 7 =
g D
v
Layer 3

A Coordinato I:I Route O EndPoin

Figure 7 Symbolic tree Organization

3.2. Device Identification

Each device has a stable identifier, it is a 2$yevice ID, chosen and entered by the
customer when setting its parameters.

3.3. Time Utilization

The timing used in our Low Power Mesh is inspireainf ZigBeeTM: it uses beacon and
super frame. Because of the slowness of our 868ktdlz433MHz devices (carrier duration,
Rx to Tx switching time...), the CSMACA is not systatically used like in ZigBeeTM. This
will be detailed in the ‘Super frame schedule’ gaaph.
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Each device has to wake up and to listen to thedse&sued from the upper device; this
beacon is waited at a known moment. At this timtartghe super frame during which the

most exchanges have to be done. At the end of exesomper frame duration, the device must
enter in sleeping mode. If there are uncompletathaxges, they are planned for the next
beacon. If no exchange is pending for the devidhestart of the super frame, it can enter in
sleeping mode without waiting the max super frametion.

The super frame duration and the time between Ibsaae settings chosen at the installation
and available for the entire network.

<— Beacol

“|<— super Fram

v

Obliaatory sleepina tirr

Figure 7 Time Repartition

Beacon information

The Beacon is sent periodically by an upper detacall lower devices directly associated to
it.
The first information carried by the Beacon is titrae synchronization. To not miss the

beginning of the beacon, lower devices have to wgkea short time before. As the beacon
begins, the lower devices synchronize their timers.

The beacon contains network information like Netwid, Super frame max duration, time
between beacons etc. It also contains the uppecal@ssociation capabilities and its deep
from coordinator. The network capabilities is thenber of new devices could still join the
Router. More details will be done in the next parts

Finally, the beacon gives the list of recipientsvidniich a downward message is pending.

Super Frame schedule

Super frame time is divided in two parts: the fiosie is assigned for downward messages
while the other one is for upward messages.

The duration of the first part could be null if ownward message is pending. By
opposition, it can’'t exceed half of the max supanfe duration to allow upward message
treatment. The downward messages are treated onedyollowing the list order given in
the beacon; each lower device must wait its turtiotwnload their messages.

o
w =
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During the second part, lower devices can uploait thessages using CSMACA.

In order to save time, each transmission is alvamysiowledged immediately using neither
CSMACA nor Device_ID. This would not decrease tleéability since the time between
transmission and ACK is well known, and since thleers devices are listening at least the
Rx/Tx switching time before considering a chansdtée.

3.6. Routing rules

A Router which has initiated a beacon is the madueing the beginning Super Frame. Each
Router has in its memory the list of all Device gi@sent under it (children list).

When a router receives an upward message with G, it always acknowledges it and
checks the recipient ID:

» If the recipient ID matches its own ID, it tredte tframe for himself.

» Else, if the recipient ID matches one of the cleitldiist, the frame is buffered to be
sent downstream later.

» Else, the frame is buffered to be sent upstreaen. lat
When a router receives a downward message witt @&iC, it first checks the recipient ID:

» If the recipient ID matches its own ID, it acknoddes the message and treats the
frame for himself.

» Else, if the recipient ID matches one of the claiidlist, it acknowledges the message
and the frame is buffered to be sent downstreaen. lat

* Else, the frame is ignored and no acknowledgeri®peed.

3.7. Network capabilities

The coordinator doesn’t need to have a childrenbsause it is at the top layer. The only
limit is fixed by the two byte ID assignation. # possible to have a coordinator surrounded
by 10.000 EndPoints. The maximum number of routeesnetwork is 100.

For Routers, the limit of children list size is 20ftes so each router can support 100 children
(direct or not). A possible direct children numbamnitation is to be defined.

\

/

@ S 7‘ - @v { p— P
, I 47 P ed s , ‘” , lideadeal w — - ]
L F 2| el [ —
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Direct children
<100

Total children
<100

Figure 8 Children limitation

Due to timing precision necessity, there is aléiméation in the depth of the network. There
cannot be a link with more than 10 hops into thigvoek.

Number of hops

Figure 9 Depth limitation

To conclude on network capabilities, the limitasare:
* Not exceeding a total number of 10.000 devicestimmetwork.
* Not exceeding a total number of 100 children peten

e The depth limitation of the network is 10.It is pide to try to have more hops but
some frame can be lost and sometimes the synchtmrizzan be lost.

 The maximum extension of a network is: one coondinaith 100 routers as direct or
indirect children and for each router 100 endpadstslirect children.

Those singles limitations allow imagining a lot \drious networks from Rangy to Bushy
type.
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3.8. Auto Association and Auto Repair

As been said above, the Beacon contains the atisaciapabilities and network depth of the
Router. When a new device joins the network forfthet time, it listens to all beacons and
chooses the best Router. A ‘good’ Router is a @eplaced in a high layer, with a good RSSI
level and which can still accept new children.

When the new device has selected its Router, dssarframe to join it. Then, the router adds
the new device to its children list.

In case of broken node, the top Router of the orpub network doesn’t inform its children
in a first time, it attempts to join a new Routdnigh can accept the total number of devices.
In case of success, the list of all sub networkasvis given to the new Router reached. If
it's impossible to find a Router with enough frgease, the top Router of the orphan sub
network informs its children to join another routgrthemselves.

When Auto Repair functionality is often solicitetthe children lists may not be up to date
depending of the order the modules are re-assogialihe most probable cause is when a
router is at the limit of range and is some tim¢hia network, then unreachable, then back...
The consequences are that some child can appeze iwithe network (present under two
different parents and frames exchanged are duptiyair at the opposite no present in any
list. Such situation happens rarely and only whieang disturbs affect the whole network
like main power failure, extreme radio or weathemditions. However, thanks to an
automatic periodical refresh the normal situatisnautomatically recovered within 250
network periods.

Router with 27 Router with 5
free placesl:l |:| free places.

Link possible Link possible only
without any if the orphan sub
modification of the network is burst

orphan sub netwo

Orphan
sub network
(6 devices)

Figure 10 Auto repair
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3.9. Low power

We have seen that at the end of the super framagedehave to enter in sleeping mode.
Power can be dramatically saved by setting a vamnyg time between beacons but, of course,
the final time to transmit a message through thigeenetwork could take several minutes. By
opposition, the speed can be enhanced by incretienigequency of beacons.

Obviously, Routers are the devices which need tleenamount of power because they

should wake up twice, one time to receive the ujgpar beacon and one to send a beacon to
the downer level.

EndPoints can be very low power if the applicatiam accept to wake up only once every n
Beacons.

v

Lt g

R S ea L
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4. Configuring NE-50/NE-70 Module
4.1. Register description

LEGEND: R: read-only register
R/W: writable register

Default value in bold

& WARNING: Modifications in registers S31X, S306, SBand S330 are taken into account
only after an ‘ATO’ command

Register | Accesy Register Name Possible Values Description

192 Serial Number of the
radio module. The answe
is only composed by the
R Serial Number 11 characters of serial
number followed

by <CR>

Ex: GCAJ4400018<CR>

=

0: -8dBm / 0.16mW
1: -5dBm / 0.32mW
2:-2dBm/ 0.64mW Indicate the output power
) 3: +1dBm / 1.25mW of the RF module.
202 RIW Radio Output - |
Power ) ese values are not
8 elEm o e S valid for NE70; please
5: +7dBm / 5mW see the next table
6: +10dBm / 10mW
7: +14dBm / 25mW
Serial time out on the
Serial Link: Rx IDLE
time before considering a
- From 2 to 100 ms frame is finished. It is
214 R/W Serlglul'lme possible to set this
Default: 5Sms register with value 255 in

order to enable the new
serial protocol; see
chapter 0.

Reproductlon forbldden without written authorlzatlon from Telit Communlcatlons S.p.A.- All Rights Reserved Page 21 of 51



Telit

Low Power Mesh Protocol Stack User Guide
1vv0300944 Rev.5 - 2013-05-06

Specifies the association
method:

‘Auto’ : indicates that the
device will first try to
associate to the historical
parent or to the one
specified in ‘Parent ID’.
o . If impossible, the device
Association | 0 Auto will choose another

Mode 1: Manual parent among the bests
available.

300 RIW

‘Manual’: module looks
only for the parent
specified manually in
‘Parent ID’ register.

This register is valid only,
for Router and Endpoint.

If Auto Association is
used, this register
indicates how the device
will choose its parent.
Deep means that the
device will try to join the
network as deep as
Association | 0: Deep Fe?srﬁilr?;eti,oarllt branch
Criteria | 1: High level If High level is chosen,
the device will try to join
the network in upper
layer, as close as possible
of the coordinator.

301 R/W

This register is valid only,
for Router and Endpoint.

Bit Position:

: Configuration Mode
+ Association on going It is possible know the

: Associated module association statu
querying the register 302.
This register is read only|
: Parent side Tx The value returned by th
. Child side Tx command is a bitmask

: Free transmission

(2]

Association

302 R Status

: Only reception

1

N o o b WN BB O

: Sleep or Wait

Disalbe OTA | 0: OTA Enabled It allows disa_tbling_the _
fi . ) module configuration via
configuration | 1: OTA Disabled radio. The user can send

;!LL"""'

- "\
= i
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via radio or across serial
cable the command
ATS303=1 and
immediately the module
does not accept
configuration commands
from radio (the module
does not need reboot).

If the register 303 value
is 1, the only admitted
commands from the radio
are:

ATSxxx? (gettting
register value)

AT/V (getting firmware
version)

AT/B (getting bootloader
version)

In order to re-enable the
configuration commands
from the radio, the user
shall send the command
ATS303=0 across serial
cable.

304

R/W

Number of
failed beacon

From 0O to 255
Default: 2

Number of consecutive
beacon failed (not
received correctly) before
run the Auto Repair
procedure.

This function is available
only if Auto Repair is
activated.

This register is valid only,
for Router and Endpoint.

305

R/W

RSSI
Association
Level

FromOto 3
Default: 0

Minimum RSSI level
required to allow
association.

Set 0 to allow association
even in bad conditions of
reception.

Set up to 3 to allow
association only when
beacon parent is strong
received.

This register is valid only
for Router and Endpoint.

306

RIW

Module Type

0: EndPoint
1: Router

2: Cordinator

This register allows the
user selecting the modul
behaviour.

D

o P

Reproduction forbid
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Fw 868 Fw 433
(GC) (GD)
0: 868.3
1: 869.0
2:869.525 0: 433.2 This register allows the
3:8656 | . o0, | userselecting the radio
Radio Band 4: 865.8 ’ ’ band
(MHz) 6 8660 | 3 4338 | These values are not
’ ’ 4: 434.0 valid for NE70; please
.57; :222 54342 | see the next table
9: 866'8 6:434.4
) i 7:434.6
10: 867.0
11: 867.2
12: 867.4
Network identifie. This
From 0 to 255 register is used when two
310 R/W Network ID different applications are
Default: 48 running in the same
place.
Client identifier. Eact
device in the network has
311 0to 254 a unique address
(LSB) Default: 48 specified here. Note that
- | RW Client ID 0 is reserved for
312 0 to 255 broadcast operations.
(MSB) : For coordinator, this ID i
Default: 48 . ’
. fixed at 65535 and the
registers are read only.
Mesh Lite is cluster tree
architecture, this register,
313 010254 Indicate the ID of the
(LSB) Default: 255 parent. R
- | RW Parent ID If auto association is
314 0 to 255 chosen, this register is
(MSB) Default: 255 readonly.
This register is valid only,
for Router and Endpoint.
If no encapsulation is
possible on the serial link
315 010 255 (for example with a basic
(LSB) Default: 48 automate), all frames are
- | RWwW Reziefiael#\ltt D sent to the Default
316 P 0to 255 Recipient ID.
(MSB) Default: 48 Reset this register to 48
' to disable the
functionality.
The Network period is
320 W Network A i SRS the time between two
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(LSB) Period Default: 5000 ms beacons sent by the
321 coordinator. Each
network period begins by

322 synchronous exchanges
(MSB) and network updates. Th
network period must be
greater than the sum of
all routers super frame
durations (see below). B¢
careful to be compliant
with ETSI Rules,
especially the duty cycle.
Only entire number
seconds are available.
This register is accessibl
only on the coordinator.
The value is broadcasted
to all other devices.
However the value read
on other devices is not
updated.
Mesh Lite is a partie
synchronous network.
During the first part of
the network period, time
is organized in slots
separated by beacons.
This is the synchronous
part where each router
has a dedicated time slot
to exchange data. The
remaining part of the
network period is
asynchronous. During
3:63 ms this time, devices can

. sleep, listen or exchange
48 43 [T data at any moment
323 R/W Base Time | 5:250 ms without waiting a specific

slot.

& B Mesh protocol need to
7: 1000 ms organize the time in slots.
This register specifies the
elementary bloc of time.
Choosing a short Base
Time allows to have very
low power devices waked
up during short time.
Long Base Time is used
for network where many
data are exchanged
without low power
consideration. This
register is accessible only
on the coordinator. The

[

[¢)

372

4%

= 1 / /:\x' il A
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value is broadcasted to al
other devices. However
the value read on other
devices is not updated

324

R/W

Super Frame
Duration

From1to 255

The Super Frame is tt
synchronous slo
attributed to a router; i
begins by sending
beacon followed by dat
exchanged with children.
Each router can ask for
personal super fram
duration depending of th
amount of data planed t
route. Choose a sma
Super Frame duration
the device has just
couple of children|
exchanging short and rare
information. Choose a
large duration if many
exchanges have to he
done during the super
frame. Super Frame
duration is given in
number of Base Time: if
super frame duration is
e
|

O O~

D —=-=0 D® D o

set to 8 and Base Tim
set to 4, the duration wil
be 8x125ms. This register
doesn’t exist on
EndPoints.

325

R/IW

Position

From 0 to 255

The coordinator lists all
routers of the networ
and the Super Fram
duration asked by eac
one. To avoid collision
coordinator attributes
place to each router in the
time. The position obtair
by a router is readable i
this register.

Write to this register is
allowed only on Router|
This register doesn’t exis
on EndPoints.

d > @

5=

—

330

R/W

Payload

0: 18 frames — 14 bytes
1: 12 frames — 46 bytes
2: 6 frames — 110 bytes

o

Depending of the targete
application, memory
buffers can be split eithe
in a couple of large
frames or a lot of sma
frames. The number @
frames indicated is th
maximum number o

=

W ==
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frames which can transjt
by the router at the same
time. The default setting
is 18 frames of 14 bytes
each. This register needs
a reboot (ATO) to be
taken in account. Thi
register is accessible on
on the coordinator. Th
value is broadcasted to a
other devices. Howeve
the value read on othe
devices is not updated.
When acknowledgemer
is enable, an ‘ACK’
frame is sent back to
certify correct RF
transmission. If the
transmitter receives np
‘ACK’ back, it repeats
the frame once more.

o

= - =

=

i (Bl Acknowledgement iS
- Disable made for each RF lin
332 RIW | Acknowledge 1: Enable into the network, no

globally between initial
sender and final receiver
This register is accessible
only on the coordinator.
The value is broadcasted
to all other devices|
However the value real
on other devices is ng
updated.
0: the RTS serial flow
control goes high whe
half the buffer is reached
to let place for arriving
radio frames.
1. the RTS serial flow
control goes high only
Vel 1: Full buffer when the whole buffer i
full. This increases the
serial storage capacitie
but any arriving radig
frame is lost if buffer ig
full.
Indicates if the device
must sleep during
0: LP Disable asynchronous part of th
Low Power . . . network  period. LP
Mode Lo e chilleiee see Children Side indicates
2: LP Total that the device can

exchange with  upper
level (parent side) but

—~ O

—

0: Half buffer
333 RIW Flow Control

o0

2]

o<

340 R/W

| ,

/_ —
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should be low power on
children side. This case |s
very useful to set a
network with dynamic
(short response time)
heart while keeping low
consumption satellites
(valid only on
Coordinator and
Routers). LP Total force
the module to slee
completely during the
asynchronous part of th
network period.

In  normal operatior
devices are waked up
least each network peria
to receive their paren
beacon.

To save power, this
register allows setting th
waking up only once
every N network period.
This setting is only
available on EndPoints.

(=)

@

:—rQ_ﬁ

]

341 RIW Periodic Wake From1 to 255 This case is very !Jseful to
up set a network with very
low consumption
EndPoints.
Nevertheless, it can only
be used when no
information has to be sent
to the device. Only
applications where data
are sent from EndPoint to
the upper level can use
this function.
Set each pin
Default: 0 independently as input o
MSB Lsg| output.
0: Output (it is impossible
to set a pin as output if it
is configured to rise
Direction of interrupt on register
345 RIW /o << S346)
aja 1: Input
<Dtl <Dtl <I <‘:I <‘:I <I
B|8(5|8|8|3|8| Note: :
IS T[T | 109 is not analog inputs
capable and it is not able
to generate interrupt.
oO|Oo|O|lO(O|O|OC|O

T e
/ Y “"E :
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) An edge occurring on an
Default: 0 interrupt input causes the
MSB LSB sending of an /O status

frame to the default
recipient. In addition, an
edge on these pin is
capable to wake up the
module if it is in standby
mode.

0: Interrupt disable
(general 1/0)
1: Interrupt enable (pin
must be set as input in
S345 register).

346 R/W | Interrupt Input

I07_AD_DA

The I/0Os 3 and 4 are able
to rise an interrupt only in
rising edge; the I/Os b5
and 6 are able to rise an
interrupt only in falling
edge; I/Os 7 and 8 rise an
interrupt both in rise and
© |9 |99 9|99 |nfalling edge.

Program an automatic
sent of inputs values
every network period
without needing to send
telemetry read order
before. The frame is sen
to the default recipient
specified trough S315,

I08_AD_DA
106_A
105_A
104_A
I03_A

0: Disable S316 registers.
: o You can choose to send
Automatic | 1: pigjtal only digital or analog values ar
347 RIW Telemetry both. If both are
frame sending| 2: Analog only -

o programmed (S347=3),
3: Digital and Analog | the module sends values
in two distinct frames.
Very suitable for low
power sensor endpoint:
combined with periodical
wake up (S341) the
inputs values are sent
only once each wake up
of the endpoint.

With the value 0, whe
an interrupt happens, the
; message sent by the
IRQ source | 0: Disable module will have in the
information | 1: Enable payload the status of all
GPIO. With the value 1,
when the interrupt
happens, the message

348 R/W

oy
/_4 7

| ,

" /

Reproductlon forbldden without written authorlzatlon from Telit Communlcatlons S.p.A.- All Rights Reserved. Page 29 of 51




Rep

2 b

rodu

Telit

Low Power Mesh Protocol Stack User Guide
1vv0300944 Rev.5 - 2013-05-06

sent by the module will
have information about
wich GPIO caused IRQ.
No information about
rising or falling edge.

350

Total number
of children

From 0 to 100

In the routers indicates
the total number of
children directly or
indirectly associated to
the device. In the
coordinator indicates onl
the total number of
children directly
associated and the route
indirectly associated

r

351

Number of
direct children

From 0 to 100

Indicates the number of
children directly
associated to the device.

400 to
499

Child address
LSB

From 0 to 255

Here is the list of all
children associated to th¢
module.

Direct children are listed
from 400 to (400+
Number of Direct

500 to
599

Child address
MSB

From 0 to 255

Children-1)

Indirect child are listed
from (400+ Number of
Direct Children) to (400+
Total Number of
Children-1)

600 to
699

Type of
module

1: N/A
2: Router
3: Endpoint

For each child, the tyg

of module is known by
reading this register.
Type of Child number
(40X, 50X) is readable at
the 60X register.

700 to
799

Position

From 0O to 255

If the child is a router, the
position attributed to it by
the coordinator is
readable in this register.

800 to
899

Super Frame
Duration

From 0 to 255

If the child is a router, the
super frame duration of
this router is readable in
this register.

5

ction forbid

WARNING: Unlike the M-One firmware for Tiny modulesnow the registers values are
checked and also the accessibility of all registererified with the exception of registers

320 and 321. Registers 320 and 321 contain the onetvperiod in milliseconds. Value

accepted are only those whose value divided by ¥8@@ns an integer. These values are
not checked when set.
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WARNING: The registers 350, 351, 400-499, 500-5890-699, 700-799, 800-899 are
available only for Coordinator and Router

WARNING: If you are using NE50-433 it will be in yor charge to respect maximum
power transmission according to ETSI standard. (Fsgr 202)

> P

The behaviour of registers from 400 to 899 is tkiving.

We suppose querying a router in order to know timalrer of direct children and it answers
in the following way:

S351=2-> two direct children

S400=69, S500=49, 600=8the first children is an EndPoint with client iB1" (69,49)
S401=82, S501=49, S601=2, S701=3, S802=This is a router with client id “R1" (82,49)
with an assigned router position 3 and with a stigene duration equals to 1.

WARNING: The register 325, in the routers, is wrhie. In order to avoid unexpected

behavior, if the user wants to select a specificit@r position for each router, he shall
j=i-1

respect the following formulaRP, = SFD 4 + Z:SFDj
j=1

Where:

RP = Router Position

SFD = Super Frame Duration

SFDcoord = Coordinator Super Frame Duration

SFDj = SFD fd jth router

If the user prefers automatic router position assigent he shall write O in register 325.
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WARNING: The following table is valid just for NE70t is in charge of the user to select

& proper output power and central frequency in ordierbe compliant with the country laws.

Register

Access

Register Name

Possible Values

Description

202

RIW

Radio Output
Power

: +7dBm / 5mW

: +10dBm / 10mW

: +14dBm / 25mW

: +20dBm / 100mW
: +24dBm / 250mW
: +27dBm / 500mW

Indicate the output powef
of the RF module.

307

R/IW

Radio Band
(MHz)

© O NS WNRO|lO S ®WN P O

[
= O

N NN P P R R R R R R
N P O © 0 N © 00 M w N

: 868.3

869.0

: 869.525

865.6

: 865.8
: 866.0
: 866.2
: 866.4
: 866.6
: 866.8

: 867.0
1 867.2

:867.4
1 865.1
: 865.3
: 865.5
: 865.7
: 865.9
1 866.1
: 866.3
: 866.5
1 866.7
: 866.9

This register allows the
user selecting the radio
band
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4.2. New serial protocol

The new serial protocol is based on two very imgarbytes:
» START byte (hex value 0xAB)
* END byte (hex value 0xCD)

These two bytes define a serial frame; each skeaale has to begin with a START byte and
finishes with an END byte. Into the serial framega two bytes have not to be present. In
order to avoid this possibility, a bit stuffing alithm will be used, as explained in the

following chapter. For this reason, the STUFF bjtex value OXEF) will be used.

Typical serial frame:
| START | byte | byte | byte | byte | byte | byteté | ... | END |
Each kind of Mesh message (Hayes, Data, etc.) Bhahcapsulated using these two bytes.

Example:
Hayes command: mE1ATS300?<CR>

Old serial frame: |0x6D]|0x45|0x31|0x41]0x54|0x63300x30|0x30]|0x3F|0x0D|
New serial frame: |OxXAB|0x6D|0x45]0x31]|0x41|0x58R)8x33|0x30]|0x30]|0x3F|0x0D|0xCD|

4.2.1. Bit Stuffing algorithm

The scope of this algorithm is to hide each possibpetition of START and END byte into
the data frame.

The algorithm works in the following way:

If the START or END byte is present into the paglpthe algorithm adds a special byte
(STUFF byte) into the stream before the “criticlyte and then it changes the “critical” byte
value adding 1 to the real value.

If the STUFF byte is present into the payload, dlgorithm adds a STUFF byte before the
“critical” byte but it does not change the valuelué “critical” byte.

Example:

Original DATA frame to send: |0x65]0x45[|0x31|0x¥2B|0xAB|0x33|0XEF|0Ox6F|

After bit stuffing: [0x65|0x45]0x31]|0x12|0x15|OXEBEAAC|0x33|0XEF |OXEF|OX6F|

Serial frame: |0XAB|0x65]0x45|0x31|0x12|0x15|0xEA@0x33|0XEF |OXEF|OX6F|0XCD|

This algorithm has to be applied to all the franyeb; it means also the frame type and
LSB/MSB recipient bytes shall be stuffed if it isaessary.

o r/M P R R T Poray
Pl PR AR =" /o Naaal
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4.3. Behaviour after changing module type

Every time a change of 306 register happens, itaarse changes also to other registers;
these changes are different depending on trangftiom EndPoint to Router, from Router to
Coordinator, etc.). In order to avoid the lossagister modification, when it is necessary to
modify other registers together with the 306 regisit is suggested to perform first the
modification of 306 register and then the otheigtegs setting.

A detailed description of the modified registersdach transition is reported in the following
subparagraph.

4.3.1. From EndPoint to Router
Command ATS306=1.
1. The Router position (register 325) is forced to@kit still editable by user;

2. The Parent Id (registers 313 and 314), the Netvidriegister 310) and Client Id
(registers 311 and 312) continue to have the didevand also all other registers keep
the values;

3. The routing table will be reset at reboot;
4. The new behaviour will be available after the medeboot.

4.3.2. From EndPoint to Coordinator
Command ATS306=2.

1. The Client Id (registers 311 and 312) will be fatcat OxFF | OXFF without any
further possible change by user;

2. The Parent Id (registers 313 and 314) will be fdre¢ OxFF | OxFF without any
further possible change by user;

3. The Router position (register 325) is forced to @x@ithout any further possible
change by user;

4. All the other registers are not modified;
5. The routing table will be reset at reboot;

6. The new behaviour will be available after the medwaboot.

4.3.3. From Router to EndPoint
Command ATS306=0.
1. No change is done either on the Client Id or ontBoRosition;

2. The routing table will be reset at reboot;

3. The new behaviour will be available after the medwaboot.
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4.3.4. From Router to Coordinator
Command ATS306=2.

1. The Client Id (registers 311 and 312) will be fatcat OxFF | OxFF without any
further possible change by user;

2. The Parent Id (registers 313 and 314) will be fdre¢ OxFF | OxFF without any
further possible change by user;

3. The Router position (register 325) is forced to @x@ithout any further possible
change by user;

4. All the other registers are not modified;
The routing table will be reset at reboot;
The new behaviour will be available after the medweboot.

4.3.5. From Coordinator to EndPoint
Command ATS306=0.

1. The Client Id (registers 311 and 312) will be fatead 0x30 | 0x30 but still editable
by user;

2. All the other registers are not modified,;
The routing table will be reset at reboot;
The new behaviour will be available after the medaboot.

4.3.6. From Coordinator to Router
Command ATS306=1.

1. The Client Id (registers 311 and 312) will be fata 0x30 | 0x30 but still editable
by user;

The Router Position is set to 0x00;
All the other registers are not modified;

The routing table will be reset at reboot;

a k> D

The new behaviour will be available after the medeboot.

4.4, Advanced use

In this paragraph is described the different ajppitin profiles available within the Low
Power Mesh firmware.

There is 1 functional application:

« Data it allows serial data transmission through thevoek.
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» Telemetry it allows consulting digital & analog input (Iy snodifying digital output
(O) on a remote unit through the network.

Apart from these two functional applications, thare two other operating applications
available:

* Ping-pongit allows the verification of the radio link bed&®n 2 units within the
network (one unit sends a ‘ping’ and receives laong’).

» Hayesit allows to send a Hayes command within the woetwdirectly through the
serial link (for local unit) or through the radiok (for remote unit).

It is the format of serial frames that definesdpelication.

& WARNING: All the serial frames must be sent @19288uds with 8/N/1 format (8 data bits,
no parity, and 1 stop bit).

If a Demoboard is used, it can happen that a OxO@sal character is sent by the
@ Demoboard directly after power up. This behavior isdue to serial interface
initialization.

Below is described the format of transmitttial frames.

| TYPE | RECIPIENT | CONTENT
Field Length (Bytes) Description
Type of frame :
TYPE 1 * 0x65— data
* 0x68— telemetry
* Ox6A = ping
» 0x6D— Hayes
RECIPIENT | 2 Recipient ID (LSB first)
CONTENT | - Message content :

e data to be sent (for 0x65)

e telemetry command (for 0x68)
e blank (for Ox6A)

+ Hayes command (for 0x6D)

It is possible to send a serial frame without “typad “recipient” fields. In that case, the
frame will automatically be a data type, and wil ent to the default recipient defined by
S315 & S316 registers. It is very useful when nca@sulation is possible from the host.

Below is described the format of receivastial frames.

| TYPE | SENDER | CONTENT |
Field Length (Bytes) Description
Type of frame :
TYPE 1  0x65— data

‘! I

_4 |
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* 0x69- telemetry

* 0x6B - ping
» Ox6E— Hayes
SENDER 2 Sender ID (LSB first)

Message content :
« data received (for Ox65)
e telemetry response (for 0x69)
e blank (for Ox6A)
» Hayes response (for OX6E)

CONTENT =

When a radio frame is received from the defaulipient, (S315 & S316), no encapsulation is
added, so the received serial frame has no “typd™aender” fields.

The different contents are defined in the followpegagraphs.

4.4.1. Content for data transmission

The data transmission will depend on the payloadeh (S330 register). The payload defines
the maximum amount of data that can be sent irradie frame.

For example, if payload is set to ‘1’ (12 framesiifes), data up to 46 bytes will be sent in
once, data up to 92 bytes will be sent in 2 fraragd, so on.

The transmission of higher amount of data is pdésgitulti-frames transmission): in that
case, it is necessary to manage the serial flowra@n order to avoid buffer saturation.

When multi-frames transmission is used, in ordesetoure the transmission, it is highly
recommended to enable acknowledgement (S332 registé to protect data integrity at
application level (using for example CRC, packéinaevledgment protocol).

4.4.2. Content for Hayes commands and responses

Hayes or 'AT' commands complies with Hayes protoseld in PSTN modem standards. This
‘AT’ protocol or Hayes mode is used to configuree tmodem parameters, based on the
following principles:

« A data frame always begins with the two ASCIl 'ATharacters, standing for
‘ATtention’;

e« Commands are coded over one or several characiégnmsay include additional data;

* A given command always ends up with a <CR> CarrRgtirn.

| ‘AT | Command | Additional data | <CrR> |

A Hayes command must be sent in once

Below is the complete list of the ‘AT’ commands dable.

e b/ »
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Command Description

ATF Factory parameters
The Hayes command ATF allows user restoring thecttfg” settings. |
means thamodule type becomes 0x00, Network ID is 0x30, ClieiD is
0x30, 0x30 and so on. In order to know the factory settingsase refer t
the V.1. After this command the user shall rebbetrnodule sending AT
command or using the hardware switch.
Answer : OK<CR>
ATR Parameters reset
‘ATR’ command resets a great part of register défealues; the differenc
with ATF command is that theodule type will be not changedand the
default values depend on the module type. If a neodsed as Coordinatpr
receives the command ATR, restore all the defaalltas but module typ
continues to have the value equals to 2 and tlenCID will be not change
(OXFF, OXFF). For the other module types the modybe (register 306
does not change but the Client ID becomes 0x300.0&&er sending thi
command it is not mandatory to perform a modul®otb
Answer : OK<CR>
ATC Clear Children Table
‘ATC’ command performs an erase of all childrenléabAvailable on
Coordinator and Routers.
Answer : OK<CR>
ATO Modem Reboot
‘ATO’ command to reboot the modem that can be Udeftrig a new
association or take into account a new configunatio
Answer : OK<CR:
ATV Modem'’s firmware version
‘AT/V' command displays the modem'’s firmware versioumber as
follows:
Answer : Gz.MOA.xx.yyb<CR>
Where:
G: means NE50/NE70 hardware platform
z: working frequency band (‘C’ means NE50 868MHZ, ineans NE50
433MHz, ‘J’ means NE70 868MHZz)
M: Low Power Mesh firmware
0: firmware built for demoboard
A: All In One firmware
xX: Major number of version
yy: minor number of version
b: build version
AT/B Bootloader version
‘AT/B’ command displays the bootloader version n@mas follows:
Answer : Gz.B00.xx.yy<CR>
Where:
G: means NE50/NE70 hardware platform
z: working frequency band (‘C’ means NE50 868MHZ, fneans NE50
433MHz, ‘I’ means NE70 868MHz)
B0O: bootloader
xX: Major number of version

OO0

(0]
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yy: minor number of version

ATSn?

Register interrogation
‘ATSn?’ command displays the content of Hayes tegisumber n (refer t
the register description table).
Some registers are standard for every Telit modelmie others are specific
to some products.

Answer : Sh=x<CR> except when n=192

o

ATSn=m

Register modification
‘ATSn=m’ command configures Hayes register numberith the value m|,
e.g. ATS300=1<CR> enters the value ‘1’ in the reyi$300.
The value is automatically stored in the EEPROM mem
Answer : OK<CR> or ERROR<CR>

ATBL

Switch to Bootloader

‘ATBL’ command escape from the main program and the bootloade
This command is useful to update the firmware hbyaker radio link. Se¢
the dedicated part for details.

Answer : OK<CR>

o,

& WARNING: Modifications in registers S31X, S306, SBand S330 are taken into account
only after an ‘ATO’ command
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4.4.3. Content for Telemetry commands and responses
Telemetry commands allow reading or writing I/Omogely through the serial link.

The 1/Os status (input or output) is defined thitotlge S345 register. By default, all I/Os are
set in output, so that it is very important to apihle correct value to S345 register before

“playing” with them. Furthermore, it is recommendedput a serial resistance on I/O signals
to avoid level conflict when S345 is not correcét.

Below is the format of a telemetry command
| COMMAND | MASK | VALUE

Field Length | Description
(Bytes)

3 possibilities:

COMMAND 1 e 0x01: read digital mputs
e 0x02: read analog inputs
* 0x03: write digital outputs

It corresponds to the mask desired for write conun@&nly I/Os
defined as output by S345 register are considered.

(2] (ce] N~ (o) o < ™
e 1elelejelelo
i i i i i i i
MASK 1 c|c|5|5|o56| 5| o
X o o o o o o o
e 0:do not apply (output keeps its previous value)
e 1:apply the new value (defined by the next field)
Note this field is not used in case of read command{0and
0x02)
It corresponds to the value to apply for write coemch. Only
outputs defined by the mask are considered.
VALUE 1 :

Oorl|109
Oorl|108
Oorl|107
Oorl|106
Oorl|10O5
Oorl|lO4
Oorl|103

x

Note this field is not used in case of read command{0and
0x02
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Below is the content of the telemetry response

COMMAND RESPONSE
1Byte defined as follow

109
108
107
106
105
104
103

Read digital inputs

Oor1l
Oor1l
Oor1
Oor1
Oor1l
Oor1l
Oor1l

o

The response contains the value of all I/Os, wleatéleir status
(input or output)
12 bytes defined as follow:

MSB LSB
108 107 106 105 104 103
Read analog inputs
Value Value Value Value Value Value
(2 Bytes)| (2 Bytes)| (2 Bytes)| (2 Bytes)| (2 Bytes)| (2 Bytes)

Each value is expressed in mV
Write digital outputs | Blank

The typical answer is:

0x69 | Clientld LSB | Clientid MSB | 103 LSB | I®8SB | 104 LSB | 104 MSB | |05 LSB |
|05 MSB | 106 LSB | 106 MSB | 107 LSB | 107 MSBQ8 LSB | 108 MSB | <Cr>

Six digital inputs have an additional functionalifinterrupt capable) that can be enabled
through the S346 register. When an input is settasrupt, an edge occurring on it triggers
the sending of an I/O frame to the default recipithme frame is equivalent to the response to
a ‘read digital inputs’ command if register 348uals 0. If register 348 value is 1, the frame

contains information about which GPIO caused th@.IRhe payload bitmask is the same of
‘read digital inputs’.

The 1/Os 3 and 4 are able to rise an interrupt amlysing edge; the I/Os 5 and 6 are able to

rise an interrupt only in falling edge; I/Os 7 adise an interrupt both in rise and in falling
edge.

This interrupt functionality is also available forodule in low power mode: the edge wakes
up the module which then sends its I/O frame.ltived a real power consumption efficiency
for battery operated application. If several I/@se simultaneously an interrupt (or the time
gap is less than 1 second), just the first intérmgkes up the module. The module sends the

telemetry frame to the default recipient when isgdlole (it waits for a next parent beacon
time) and then it returns to sleep.
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Because of hardware limitations, the interrupt ireutis able to return the correct GPIO
values only if the signal transition lasts at léasticroseconds.

& WARNIG: In the analog IO, the value of maximum anedj input voltage is Vcc/1.6. The
I0s are able only to read positive voltage valuiEse ADC has a 12 bit resolution.

>
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Network building

In this paragraph, we will detail how to build awerk. The main steps are:
* Network dimensioning
» Device setting

* Network start-up

Network dimensioning

Before implementing the network, it is necessary fist identify device allocation:
Coordinator (unique), Routers and EndPoints.

Then, it is important to correctly dimension théwark in order to adjust timing parameters.
Criteria to take into account are:

» Characteristics of the network (deep or wide, lmwpr elements, time response)
» Size of the data exchanged
»  Weight of the routers (number of children)

They will impact in the Base Time, Network Peri@lperFrame Duration and Payload (refer
to the next chapter to get an example that illtssréhe method of calculation).

Device setting

WARNING: First check all the modules of the netwogke correctly flashed.

There are 2 key points to parameter the radio neodul
1. you must have an access to the serial link of thduie

2. you must have an access to the setting signal §rog

In that case, the setting procedure is describ&ohbe
1. Power ON the device,
2. Apply alogical ‘1’ to ‘ProgS’ input, between 150na8d 500mS after Power ON,

3. Send all Hayes commands needed for module settigg serial format described in
4.4, For that, you can also use “SR Tool Managefiwsare [4] and its Mesh
configuration Wizard.
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4. Finish the setting with an ‘ATO’ command.
5. Power OFF the device and lower the ‘ProgS’ siglugji¢al ‘0’ or open).

Below is given the minimum list of parameters tb fee each type of device, considering a
network with auto-association and auto-repair mpéded basic data transmission application.
The others registers keep their default value.

DEVICE PARAMETER REGISTER
The Network ID ATS310
The Network Period ATS320
Coordinator] The Base Tim ATS32:
The SuperFrame Duration ATS324
The Payload ATS330
The Network ID ATS310
Router The Client ID . ATS311
The SuperFrame Duratic ATS32¢
The LowPower Mod¢if low power) ATS340
The Network ID ATS310
EndPoint The Client ID _ ATS311
The LowPower Mod¢if low power) ATS340
The Periodic Wake u@f low power) ATS341
5.3. Network start-up

After setting all the devices, it is possible tstall the network. Below is the description of a
typical network installation.

1. Power ON the Coordinator: its LED (connected on S&B signal) lights ON
continuously, and the coordinator sends periodidtdlbeacon.

2. One by one, power ON the other devices (it is edng to start with routers to
optimize the auto-association mode): each devick aitomatically enter the
network, choosing the best parent. The status efafsociation procedure can be
monitored by the LED:

e Fast blink (2 per second) indicates that no netwwak been found at this
time.

* Slow blink (1 per second) indicates that a valitwwek has been found and
the device is looking for the best parent into tieswork.

« LED ON (continuously) indicates that associatiorsigcessful and that the
device is ready into the network.
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You can monitor the network by connecting the Cowmtbr to a PC and use the “SR
Tool Manager” software.

The network is now ready to work. You can eithex SR Tool Manager” software
from a PC.

9.4, Timing calculation for NE5S0/NE70 modules

Below is given the timing formula for data transsis; with mesh protocol in case of
TinyOne PRO/PLUS modules.

Transmit time = LBT + TX_ switching + Preamble + Header + PayloadCRC +
Rx_switching

With:

LBT = N x Random Waiting time

0 Random waiting time: from 4 to 80ms during Syncloas period and from 4
to 135ms during Asynchronous period

0 N is the number of retries if channel isn’t free
0 LBT =0 for beacons and downward frames sent dutiegSynchronous part
TX_switching = RX_switching = 1.65 ms
Preamble = 4.0ms (19 bytes @ 38085hb/s for recsiuechronization)
Header = 2.73ms (13 bytes @ 38085b/s including mestocol)
Payload = P x 0.21ms (1 byte @ 38085b/s)
0 P is the number of user bytes to be transferred
o P =22 for beacons
CRC = 0.42ms (2 bytes @ 38085b/s for consistenegldhg)

Examples:

Beacon
0 Beacon duration=0+1.65+4.0 + 2.73 + 22 x :2142 + 1.65 = 15.07ms

3 Bytes synchronous downward data frame
0 Frame duration=0+1.65+4.0+2.73 +3 x 0.2142 + 1.65 = 11.08ms
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6. Flashing

It is important to be able to flash or re-flash thedules in order to update the firmware at the
last version released; every release will be abtlanto the download zone of Telit web site.

6.1. Serial flashing

To flash the radio module through the serial lithe same key points are necessary as for
setting

* You must have an access to the serial link of tbdute,

* You must have an access to the setting signal @rog

In that case, the flashing procedure is descriledaiin
1. Apply alogical ‘1’ to ‘ProgS’ input before PoweMND(or < 50mS after Power ON).
2. Power ON the device.
3. Flash the module with the PC software “Sr Managsy!T
4. Power OFF the device and lower the ‘ProgS’ siglugji¢al ‘0’ or open).

he e |
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7. Low Power mode

A key functionality available into the Mesh firmvears the ability to have all nodes of the
network in low power mode. The setting of this miglenade through S340 and 341 registers.

WARNING: If the module is an End Point and it isn‘able to find a good parent, it tries for

& 5 seconds and then it is going to sleep for 2250s®@ls. Then it will retry; in case of no
association it will sleep for 450 seconds and so After 5 cycles where the module is not
able to complete an association, the module wdldwake for 5 seconds every hour.

7.1. Serial access in low power

In case of serial link with a module in low poweode, it is important to wait for the module
to be wake-up before sending it some serial data.

For that, 2 solutions are possible:

1. Use hardware flow control (RTS): when the module is in stand-by, the ‘RTS’ signal
goes high (logical ‘1"), so no serial transmissisipossible. When the module wakes
up, if buffers are not full, the ‘RTS’ signal gots low (‘logical ‘0’), so that serial
transmission is possible. If no serial data is inemkup toSerial TimeOut (in ms) after
the falling edge of RTS, the module returns to dthy, else the module operates the
complete transmission.

2. Use the wake-up signal (WAKEUP): if serial transmission can not wait for the next
wake-up or if no hardware control is managed, passible to force the module to
wake-up by applying a logical ‘1’ to the ‘WAKEUPignhal. When serial transmission
is finished, ‘WAKEUP’ signal must be put back tdogical ‘0’ to allow the module
returning in stand-by.

Below is the timing diagram to respect :

A

WAKFUP |
RTS outpu | § | |

T1 > 300u: T2 < 1000u:

\
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7.2 Standby Status signal

The ‘STAND BY STATUS’ output signal is set to logic'l’ while the module is operating
and return to ‘0’ during stand by periods. Thisnsibis useful to synchronize the wake up of
external equipment according to Low Power Mesh wpkaots. It can also be use to power a
small sensor like a thermistor only during opematohase; in this case, current must be less
than 10mA.

Lotk
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8. Appendix

8.1. Differences between M-0ne on TinyPro and Low Power
Mesh on NE-50/70

With the new Low Power Mesh stack implementatioms@hange has been made:
e Some register has been removed.
» Added some register.

» Allregisters access is now checked by the firmwarmrder to avoid unexpected
behaviours.

8.1.1. Removed registers

The register 210 has been removed because thelsmrarate is fixed at 19200 bit per
second.

8.1.2. Added registers

The register 302 has been added in order to allewser knowing the association status of
the module.

The register 307 has been added in order to chthesgorking center frequency.
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9. Glossary
ACP Adjacent Channel Power
BER Bit Error Rate
Bits/s Bits per second (1000 bits/s = 1Kbps)
CER Character Error Rate
dBm Power level in decibel milliwatt (10 log (P/1mV
DOTA Download Over The Air
EMC Electro Magnetic Compatibility
EPROM Electrical Programmable Read Only Memory
ETR ETSI Technical Report
ETSI European Telecommunication Standard Institute
FM Frequency Modulation
FSK Audio Frequency Shift Keyir
GFSK Gaussian Frequency Shift Keying
GMSK Gaussian Minimum Shift Keying
IF Intermediary Frequency
ISM Industrial, Scientific and Medical
kbps kilobits/s
LNA Low Noise Amplifier
LSB Least Significant Byl
MHz Mega Hertz (1 MHz = 1000 kH
puc Micro Controller
ms Millisecond
MSB Most Significant Byte
PLL Phase Lock Loop
PROM Programmable Read Only Mem
NRZ Non return to Zero
RF Radio Frequency
RoHS Restriction of Hazardous Substances
RSSI Receive Strength Signal Indicator
Rx Reception
SFD Super Frame Duration
SRD Short Range Devi
TX Transmission
SMD Surface Mounted Device
VCO Voltage Controlled Oscillator

VCTCXO Voltage Controlled and Temperature Compensatedt@rgscillator

Wjns- S
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10. Document History
Revision Date Changes

0 2011-07-07 First issue

1 2011-07-12 Added telemetry management

2 2011-09-07 Modified description of register 311-314-345

3 2011-09-27 Added 433 MHz firmware description

4 2012-06-21 Added new register 303; modified network periodgen
Added new register 348; modified GPIO management

5 2013-05-06 Added new platform NE70, similar to NE50 but itisle
to have an output power of 500mwW
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