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SPECIFICATIONS ARE SUBJECT TO CHANGE WITHOUT NOTICE

NOTICE

While reasonable efforts have been made to assure the accuracy of this document, Telit assumes no liability
resulting from any inaccuracies or omissions in this document, or from use of the information obtained herein.
The information in this document has been carefully checked and is believed to be reliable. However, no
responsibility is assumed for inaccuracies or omissions. Telit reserves the right to make changes to any products
described herein and reserves the right to revise this document and to make changes from time to time in content
hereof with no obligation to notify any person of revisions or changes. Telit does not assume any liability arising
out of the application or use of any product, software, or circuit described herein; neither does it convey license
under its patent rights or the rights of others.

It is possible that this publication may contain references to, or information about Telit products (machines and
programs), programming, or services that are not announced in your country. Such references or information
must not be construed to mean that Telit intends to announce such Telit products, programming, or services in
your country.

COPYRIGHTS

This instruction manual and the Telit products described in this instruction manual may be, include or describe
copyrighted Telit material, such as computer programs stored in semiconductor memories or other media. Laws
in the Italy and other countries preserve for Telit and its licensors certain exclusive rights for copyrighted material,
including the exclusive right to copy, reproduce in any form, distribute and make derivative works of the
copyrighted material. Accordingly, any copyrighted material of Telit and its licensors contained herein or in the
Telit products described in this instruction manual may not be copied, reproduced, distributed, merged or
modified in any manner without the express written permission of Telit. Furthermore, the purchase of Telit
products shall not be deemed to grant either directly or by implication, estoppel, or otherwise, any license under
the copyrights, patents or patent applications of Telit, as arises by operation of law in the sale of a product.

COMPUTER SOFTWARE COPYRIGHTS

The Telit and 3rd Party supplied Software (SW) products described in this instruction manual may include
copyrighted Telit and other 3rd Party supplied computer programs stored in semiconductor memories or other
media. Laws in the Italy and other countries preserve for Telit and other 3rd Party supplied SW certain exclusive
rights for copyrighted computer programs, including the exclusive right to copy or reproduce in any form the
copyrighted computer program. Accordingly, any copyrighted Telit or other 3rd Party supplied SW computer
programs contained in the Telit products described in this instruction manual may not be copied (reverse
engineered) or reproduced in any manner without the express written permission of Telit or the 3rd Party SW
supplier. Furthermore, the purchase of Telit products shall not be deemed to grant either directly or by implication,
estoppel, or otherwise, any license under the copyrights, patents or patent applications of Telit or other 3rd Party
supplied SW, except for the normal non-exclusive, royalty free license to use that arises by operation of law in
the sale of a product.
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USAGE AND DISCLOSURE RESTRICTIONS

I. License Agreements

The software described in this document is the property of Telit and its licensors. It is furnished by express license
agreement only and may be used only in accordance with the terms of such an agreement.

[I.  Copyrighted Materials

Software and documentation are copyrighted materials. Making unauthorized copies is prohibited by law. No
part of the software or documentation may be reproduced, transmitted, transcribed, stored in a retrieval system,
or translated into any language or computer language, in any form or by any means, without prior written
permission of Telit

lll.  High Risk Materials

Components, units, or third-party products used in the product described herein are NOT fault-tolerant and are
NOT designed, manufactured, or intended for use as on-line control equipment in the following hazardous
environments requiring fail-safe controls: the operation of Nuclear Facilities, Aircraft Navigation or Aircraft
Communication Systems, Air Traffic Control, Life Support, or Weapons Systems (High Risk Activities"). Telit and
its supplier(s) specifically disclaim any expressed or implied warranty of fitness for such High Risk Activities.

IV. Trademarks

TELIT and the Stylized T Logo are registered in Trademark Office. All other product or service names are the
property of their respective owners.

V. Third Party Rights

The software may include Third Party Right software. In this case you agree to comply with all terms and
conditions imposed on you in respect of such separate software. In addition to Third Party Terms, the disclaimer
of warranty and limitation of liability provisions in this License shall apply to the Third Party Right software.

TELIT HEREBY DISCLAIMS ANY AND ALL WARRANTIES EXPRESS OR IMPLIED FROM ANY THIRD
PARTIES REGARDING ANY SEPARATE FILES, ANY THIRD PARTY MATERIALS INCLUDED IN THE
SOFTWARE, ANY THIRD PARTY MATERIALS FROM WHICH THE SOFTWARE IS DERIVED
(COLLECTIVELY “OTHER CODE”), AND THE USE OF ANY OR ALL THE OTHER CODE IN CONNECTION
WITH THE SOFTWARE, INCLUDING (WITHOUT LIMITATION) ANY WARRANTIES OF SATISFACTORY
QUALITY OR FITNESS FOR A PARTICULAR PURPOSE.

NO THIRD PARTY LICENSORS OF OTHER CODE SHALL HAVE ANY LIABILITY FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING
WITHOUT LIMITATION LOST PROFITS), HOWEVER CAUSED AND WHETHER MADE UNDER CONTRACT,
TORT OR OTHER LEGAL THEORY, ARISING IN ANY WAY OUT OF THE USE OR DISTRIBUTION OF THE
OTHER CODE OR THE EXERCISE OF ANY RIGHTS GRANTED UNDER EITHER OR BOTH THIS LICENSE
AND THE LEGAL TERMS APPLICABLE TO ANY SEPARATE FILES, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
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Telit

APPLICABILITY TABLE

B E  ME910CI-NA
B B  ME910CI-EL
B B  ME9I0CI-AU
B B ME9I0CI-JL
B B ME910CI-K1L
B B  ME910CI-E2
BB ME2I0CI-WW
B B ML865CI-NA
B B  ML865CI-EA
B B ME90CI-PL

Ml 30.00.xx9 / MOB.xx0005
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AT+CMGS - SN SNOM MESSAGE «..eenveeeeiiiiee ettt e e et e e e s e e e
AT+CMSS - Send Message from STOTAGE ......ccccvurieiiiiee e siee e e e
AT+CMGW - Write Short Message to Memory ..................

AT+CMGD - Delete MeSSaQe.......uuvvieeiiiiiiiiieieeiiiiiieeeeeen

AT+CGSMS - Select Service for MO SMS Messages
AT#SMSMODE - SMS Commands Operation MOUE ...........ccoiiiiiiiiiieiiiieeeee e
AT#CMGLCONCINDEX - Report Concatenated SMS INAEXES .........ccevvvviiiiiiiiiiiiieeaiieee 271
ATHE2SMSRI - SMS RiNG INAICALON ......eeieiiiiieeii et 272
ATHSMOV = SMS OVEITIOW ...ttt 273
AT#SMSMOVE - Move Short Message to other MemOTrY ........ccccoiiiieiiiiieniiiie e 274
PRONEDOOK ...ttt 276
AT+CPBS - Select Phonebook Memory STOrage ........uveeiiiiiiiiiiiieiiiieeeiee e 276
AT+CPBR - Read Phonebook ENLrES. ......ccuviiiiiiiiiiiiecc e
AT+CPBF - Find PhONeboOK ENLMES. .....ccciiiiiiiiiiiiiiiiee et
AT+CPBW - Write PhonebooK ENIY.......ccoiiiiiiiiiiieiiiiic e
ATHCPBGR - Read GroUp ENIES ....cooiiiiiiiii ettt e e
ATHCPBGW - WItE GrOUP ENLIY ..oeiiiiiiiiei ettt e e e
AT#CPBD - Delete All Phonebook Entries

Time & Alarm ..o
AT+CCLK - Clock Management...................
ATHCALA - Alarm Man@QEMIENT. ......coei it e ettt e e e et e e e e e e et ee e e e e e e e e nneeees
ATHCAPD - POSIPONE ALGIIN ...ttt e e e et e e e e e et e e e e e e e e e nnbeeees
ATHCSDF - Setting Date FOMMAL........ciiiiuiiiiiieee ettt e e e e e e e e e nnneeeas
ATHCTZR - TiIME ZONE REPOIING ..ceeieiiiiiiiiiiiee ettt e et e e e e e et ee e e e e e e e nneaees

80529ST10815A Rev. 14 Page 9 of 637 2020-11-18

Telit



ME910C1/ML865C1 AT Commands Reference Guide

3.7.6.
3.7.7.
3.7.8.
3.7.9.
3.7.10.
3.7.11.
3.7.12.
3.8.
3.8.1.
3.8.2.
3.8.3.
3.8.4.
3.8.5.
3.8.6.
3.8.7.
3.8.8.
3.8.9.
3.8.10.
3.8.11.
3.8.12.
3.8.13.
3.8.14.
3.9.
3.9.1.
3.9.2.
3.9.3.
3.9.4.
3.9.5.
3.10.
3.10.1.
3.10.2.
3.10.3.
3.10.4.
3.10.5.
3.11.
3.11.1.
3.11.2.
3.12.
3.12.1.
3.12.2.
3.12.3.
3.12.4.
3.12.5.
3.12.6.
3.12.7.

AT+CTZU - Automatic Time Zone UPAAte .........ccciuiriiieeeeiiiiiiieee e 301
ATH#NITZ - Network Identity and TimMe ZONE.........cccuuviiieeee it 302
ATHCCLK - CloCK MaN@gEMENT .....c.iiiiiiiiiiiiiie et e e e e s e e e e e e enraees 304
ATHCCLKMODE - CIOCK MOGE ...ttt 306
ATHWAKE - Wake from Alarm MOGE .......cooviiiiiiiiie e 308
AT+CSTF - Setting TiMe FOIMAL.........cuviiiiiiieiiii et 309
AT+CALD - Delete Alarm

HW and Radio Control ............ccccevvvvveinnnenn.

AT#CBC - Battery and Charger Status 311
ATHTEMPCFG - Temperature Monitor Configuration ..............cccceeeiiiiiiieiiee e 312
AT#GPIO - General Purpose Input/Output Pin CONLrol..........occovviiiiiiieiiiiceeee e 317
AT#ALARMPIN - Alarm Pin ConfigUIation ............ocuuiiiiiioiiiiee e 321
ATHSLED - STAT_LED GPIO SELHNG .. ..eitiiiiiiiitiieiiie ettt ettt 322
ATHSLEDSAYV - Save STAT_LED GPIO SEtlNG.......cuuveeiiiiieiiiiieeiiiiee e 324
AT#ADC - Read Analog/Digital CoONVErter INPUL...........eieiiiiee i 325
AT#V24CFG - V24 Output Pins CoNfIgUration .............eeeiiiiieeiiiie e 327
ATHV24 - V24 OULPUL PINS CONIIOL ..t 328
ATHI2ZCWR = WL 10 12C ...ttt 329
ATHI2CRD - REA fTOM 12C ...ttt 331
AT#I2CCF - Combined Format for 12C Writing and Reading ...........ccccevvvieiniieeeiiiiee e 333
ATHTEMPMON - TEMPETAtUre MONITOT ... ...vveeeiieiee e et e ettt e e e e eenneee e 335
ATHTESTMODE - Test Mode CONfigUration ............ocueeeiiiiieiiiiie e 337
POWET DOWN ...t e e
AT#REBOOT - Module Reboot

ATH#ENHRST - Periodic Reset .....................

ATH#SHDN - SOftware SNULAOWNN .......couiiiiiiiiieeiei e 344
ATHSYSHALT - SyStem TUIM-Off ... 345
ATH#FASTSHDN - Fast Shutdown ConfigUration ............coocuveeiiiiieoiiiieeee e 347
E@SY SCAN ...t e e e e e 349
ATHCSURY = NEIWOIK SUIVEY ...ttt 349
AT#CSURVC - Network Survey (NUMEric FOrMAL) ........cooouviiiiiiiiiiiiieeiecceeee e 353
ATHCSURVFE - NetWork SUIVEY FOIMAL .........ooiiiiiiiiiiii et 356
AT#CSURVNLF - Network Survey CR LF REMOVING ...ooiviiiiiiiiiieiiieeeee e 357
ATH#CSURVEXT - Extended NEetWOrK SUIVEY .........cciiiiiiiiiiieiiiiie et 358
Jamming Detection and REPOIT.........ooiiiiiiii et 359
AT#IJDRENH2 - Enhanced Jamming Detection and RepOrt.........ccocvveeviiiiiiniiiiiiee e 359
AT#IDR4GCFG - LTE Jamming Detection Threshold Configuration...............cccvveeeieeiniiinnene. 362
PACKET DOMEBIN ...ttt et e e e e et e e e et e e e s e e s annee e
AT+CGQREQ - Quality of Service Profile (Requested)

AT+CGDCONT - Define PDP Context .........cccccoeeiuvvieneennn.

AT+CGDSCONT - Define Secondary PDP Context
AT+CGSCONTRDP - Secondary PDP Context Read Dynamic Parameters
AT+CGQMIN - Quality of Service Profile (Minimum Acceptable) ...,
AT+CGPADDR - SNOW PDP AGUIESS ....ceeiiiiiiiiiiiieiiiee et
AT+CGCMOD - MOdify PDP CONEXE......ieieeiiieeeeeiiiiee ettt e e e e e
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3.12.8.
3.12.9.

3.12.10.
3.12.11.
3.12.12.
3.12.13.
3.12.14.
3.12.15.
3.12.16.
3.12.17.
3.12.18.

3.13.

3.13.1.
3.13.2.
3.13.3.
3.13.4.
3.135.
3.13.6.
3.13.7.
3.13.8.
3.13.9.

3.13.10.
3.13.11.
3.13.12.
3.13.13.
3.13.14.
3.13.15.
3.13.16.
3.13.17.
3.13.18.
3.13.19.
3.13.20.
3.13.21.
3.13.22.
3.13.23.
3.13.24.
3.13.25.
3.13.26.
3.13.27.
3.13.28.
3.13.29.
3.13.30.
3.13.31.
3.13.32.
3.13.33.

ATHAUTOATT - AULO-ALLACH PrOPEITY......vviiiiieee ittt e e e 377
ATHMSCLASS - MUItislot Class CONIOL.........cuiiiiiiiiiiiiieiii e 378
AT#GAUTH - PPP Data Connection Authentication TYPE..........eviieiiiiiiiierieeeieiiiiieeeee e 379
AT+CGAUTH - Define PDP Context Authentication Parameters ............ccccceeveiiiiiieeeeeesecieeee. 380
AT+CGCONTRDP - PDP Context Read Dynamic Parameters..........cccuvevieeeiiiiiiiineeee e 381
AT+CGPIAF - Printing 1P AddreSs FOrMAL.......ccooiiiiiiiiiieee e 383
AT+CGACT - PDP Context Activate or DeaCHVALE ..........ccoiiiiiiiiiiee i 385
AT+CGEREP - Packet Domain Event Reporting

AT#PPPCFG - PPP Configuration ..........cccccceeeiiiiiiieneenn.

AT+CGREG - GPRS Network Registration StatUS............cveeeiiiiiiiiiiie e 389
ATHCGATT - PS Atach OF DETACK .....co i 392
L == PP TPPPPPPPPPPTPPPPPIN 393
ATHSGACT - CONEXE ACHVALION ...eeiiiiiiiiiiiiii ettt e e e e e e e e e e e s nnneeeas 393
AT#SGACTAUTH - PDP Context Authentication TYPE ........cooiiiiiiiiiiieiiiec e 395
AT#SGACTCFG - PDP Automatic Context Activation-Reactivation.............c.ccccvereiciieennnenn. 396
AT#SGACTCFGEXT - Extended PDP Context Configuration............cccoccvveviieeeiiiiee e 399
ATHSCFG - SOCKet CONFIQUIALION ....iiiiiiiieiiiiee ettt e e e e e e e 401
AT#SCFGEXT - Socket Configuration EXtENAed ...........cocuiiiiiiiiieiiiiie e 403
AT#SCFGEXT2 - Socket Configuration EXtENded 2 .........c.oeeiiiiiiiiiiieeeiiiee e 406
ATHSKTRST - Socket Parameters RESEL.........uiiiiiiiiiiiiiaiiieie et 409
ATHSD - SOCKEE DIAI ...ttt
ATHSO - SOCKET RESOME ...ttt
ATHSH - SOCKEE SNULAOWN. ...ttt

AT#SL - Socket Listen
AT#SLUDP - Socket Listen UDP
ATHSA = SOCKEE ACCEPL. .ttt ettt a st
AT#SSEND - Send Data in Command MOUE ...........uuiiiiiiiiiiiiiiieie e
AT#SSENDEXT - Send Data in Command Mode extended ............ccccoovvviiiniiieiiiiieeesiieee
AT#SRECYV - Socket Receive Data in Command MOdE ..........ccceoviiiiiiiiiiciniic e
AT#SSENDUDP - Send UDP Data to a Specific Remote HOSt...........ccoovviiiiiiiciiiicceic
AT#SSENDUDPEXT - Send UDP Data to a Specific Remote Host EXTENDED
AT#SLASTCLOSURE - Detect the Cause of a Socket DiSCONNECtioN ...........cceevviiieeeniiiiennn
ATHSS - SOCKEE STATUS. ...eeeiieiiiiiiiiit et e et e e e e e e ettt e e e e e s et bereaaeeesannaeees
ATHSI] - SOCKET INFO ...t e et e e e e e et ea e e e e neaees
ATHST - SOCKEE TYPE ..ttt ettt e et e et e e et e e
ATHPADCMD - PAD COmMMANT FEALUIES .......cceeiiiiiiiiiee e e ettt a e e
ATHPADFWD - PAD FOrward CharaCter..........ccuiiuuiiiiiiaaeiiiiiiiee et a e
AT#BASE®64 - Base64 Encoding/Decoding of Socket Sent/Received Data............ccccceeevueneee.
ATHFRWL - FIrEWAIl SEIUP ...ttt e et e e e e e e nneeeee
AT#HE2SLRI - Socket Listen Ring Indicator...
ATHICMP - Ping SUPPOIt......ccooviiiiiieiaaaainnns
ATHPING - SENA PING REQUEST ....ceiiiiiiiiiiiii ettt e e e e e e
ATHQDNS - QUETY DINS ...ttt et e st e e st e e e e nt e e e nnaeeeeanneeeeanneeeeennnes
ATHCACHEDNS - DNS ReSpoNSe CaChiNg......coeiuuiiiiiiieeiaiiiiiie et e e
ATHDNS - Manual DNS SelECHON ......coiiiiiiii e e e
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3.13.34.
3.13.35.
3.13.36.
3.13.37.
3.13.38.

3.14.

3.14.1.
3.14.2.
3.14.3.
3.14.4.
3.14.5.
3.14.6.
3.14.7.
3.14.8.
3.14.9.

3.14.10.
3.14.11.
3.14.12.
3.14.13.
3.14.14.
3.14.15.
3.14.16.
3.14.17.
3.14.18.
3.14.19.

3.15.

3.15.1.
3.15.2.
3.15.3.
3.15.4.
3.15.5.
3.15.6.
3.15.7.
3.15.8.
3.15.9.
3.16.

3.16.1.
3.16.2.
3.16.3.
3.16.4.
3.17.

3.17.1.
3.17.2.
3.17.3.
3.17.4.

ATHNWDNS - DNS from NEIWOTK ....ccouviiiiiiiiee et 453
AT#NTP - Calculate and Update Date and Time With NTP ........ccccooiiiiiiiiiiee e, 455
ATHNTPCFG - Configure NTP Parameters.........ccccuuviiieeeeiiiiiiiieee et e e a e e 457
ATHGDATAVOL - PS Data VOIUME .....coiiiiiiiiee ettt et e et e e nnnee e snneeeeanaeeeennnes 459
AT#SCFGEXT3 - Socket Configuration EXtended 3 ...........cooiiiiiiiiiieiieceeee e 461
[l o =TT PP TPPPPPPPPUPPPPPPPIN

F N = o W Y o = W A o] o 1T o RSP RR
AT#FTPAPPEXT - FTP Append Extended

AT#FTPCLOSE - FTP Close Command ......

ATHFTPCWD - FTP Change WOorking Dir€CtOIY ..........ceeiriiiiiiiriieiiiiee e 467
ATHFTPDELE - FTP DEIBLE ....eee ettt ettt e et e e e e nae e e anaee e e e 468
ATHFTPFSIZE - Get File Size from FTP SEIVEr.........coiiiiiiiiiiieiee et 469
ATHFTPGET - FTP Get COMMANG ......uviiiiiiiei ettt e e e e sseeeeenaee e nnnes 470
ATHFTPGETF - Receive and Store FTP Server Data.........cccuvvveiieeeiiiiiiiiiiee e 471
ATHFTPGETPKT - FTP Get in Command MOGE..........coeiiiiiiiiiiiee e 472
ATHFETPLIST = FTP LIST..utititiiiie ettt ettt se et e e e st e e e et e e e s ntee e e e nnneeeennnes 474
ATHFTPMSG - FTP REAU MESSAQE ... eeeeiitieeeiiiieeiiieeeasiieeeesnieteeateee e et e e e snaeeeesnnneeeaneeeeennnes 475
ATHFTPOPEN - FTP CONNECION OPENING ..vveieiiiiiieiiieeeaeiiieeesieeeeaiieeeaaiieeeesneeeeesneeeeanneeeesnnnes 476
ATHFTPPUT = FTP SENA FlE...coiiiiiiiiiiie ettt 477
ATHFTPPWD - FTP Print WOrking DIF€CIOIY ........uviiiiiiee it 478
AT#FTPRECV - Receive Data in Command MOGE ..........ccuiiiiiiiiiiiiiie e 479
ATHFTPREST - Set Restart PoOSition for FTP GET ......cccoiiiiiiiiiiieeiiiee e 481

AT#HFTPTO - FTP Time Out

ATHEMAILMSG - SMTP REAA MESSAGE. ... ..ceiiiiiiiiiiiieeiiiet ettt 487
AT#SMTPCFG - Configure SMTP Parameters .........cceieiiiiiiiiiiieiiiieee e 488
ATHERST - E-mail Parameters RESEL........cuviiiiiiiiiiiiiie e 490
ATHESAV - E-mail PArameters SAVE .........ccuviiiiiiiiiiiiie ettt 491
ATHEUSER - E-mail Authentication USEer NaME ...........ccoiiiiiiiiiiiiiiiee e 492
ATHEMAILD - E-Mail SENUING ..cetiutiiiiiiiii ettt 493
ATHEPASSW - E-mail Authentication PasSWOord............coccviiiiiiiiiiiiieicceeee e 494
ATHEADDR - E-maiil SENEr AQUIESS ....cceiiiiiiiiiii ettt 495
o T I PP 496
ATHHTTPCFG - Configure HTTP Parameters ...........ooiiiiiiiiiiiiieieeee e 496
ATHHTTPQRY - Send HTTP GET, HEAD or DELETE ReqUESt........ccuuvieiieeiiiiiiieieeee e 498

AT#HTTPSND - Send HTTP POST or PUT request
AT#HTTPRCYV - Receive HTTP Server Data

AT#SSLCFG - Configure General Parameters of a SSL SoCKet..........c..uvevieeiiiiiiiiiiiiiiee 503
AT#SSLSECCFG - Configure Security Parameters of a SSL Socket ...........ccoooiiiiiiiiiniiinnne. 506
ATHSSLEN - Enable @ SSL SOCKET........ccciiiiiiiiiiic e 508
AT#SSLD - Open a SSL Socket to a REMOLE SEIVET.......coiiiiiiiiiiiee e 509
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3.17.5.
3.17.6.
3.17.7.
3.17.8.
3.17.9.
3.17.10.
3.17.11.
3.17.12.
3.17.13.
3.18.
3.18.1.
3.18.2.
3.19.
3.19.1.
3.19.2.
3.20.
3.20.1.
3.20.1.1.
3.20.2.
3.20.2.1.
3.21.
3.21.1.
3.21.2.
3.21.8.
3.21.4.
3.21.5.
3.21.6.
3.21.7.
3.21.8.
3.21.9.
3.21.10.
3.21.11.
3.21.12.
3.21.13.
3.22.
3.22.1.
3.22.2.
3.22.3.
3.22.4.
3.22.5.
3.22.6.
3.22.7.
3.22.8.
3.22.9.
3.22.10.

AT#SSLO - Restore a SSL Socket after @ +H+ ......ooiiiiiiiiiiiciiiciiee e 512
ATHSSLH - ClOSE @ SSL SOCKEL ...ttt 513
AT#SSLSEND - Send Data through @ SSL SOCKEt .........cccoiiiiiiiiiieiiiiiieeeee e 514
AT#SSLRECV - Read Data from @ SSL SOCKEL..........evieiiiiieiiiiiiciiieee e 515
AT#SSLS - Report the Status of & SSL SOCKET.........cuvieiiiiiiiiiic e 517
ATHSSLI - SECUre SOCKET INTO ..o 519
AT#SSLSENDEXT - Send Data through a SSL Socket in Command Mode..............ccccveennee. 521
AT#SSLSECDATA - Manage the Security Data .........cccccoovvveiiiiieeeiiiiecne

AT#SSLSECCFG2 - Configure Additional Parameters of a SSL Socket
CIOT OPUMIZALION ...eeiiiiei ettt ettt e et e e e e e e e e enre e e e
AT+CCIOTOPT - CloT Optimization Configuration ..............ccoveiiiiiiieniiiceeec e
AT#CCIOTOPT - CloT Optimization ConfigUuIation ..............coorueieeiiiieeniiieceieee e
JOT PO ...ttt e e et bt e e e et e e
AT+ODIS - Command for Saving and Retrieving the Odis Parameters ............cccoccvveevivieennnn
ATHFOTAURC - Sets FOTA Extended URCS.........ccciiiiiiiiieiiicieeee e
FOTA & OMA Lottt ettt e e
FOTA LEUACY .t teteeeeeiitt ettt ettt oo oottt e e 4o e skttt e e oo e e n bbbttt e e e e e e bbb e e e e e e e e e nnbnee s
ATHOTAUPW - OTA DA WL ...ttt

AT#M2MCHDIR - M2M File System Change Current DIreCtOry ..........ceovvveeiniieeeiiieee e
AT#M2MMKDIR - M2M File System Make DIr€CIOIY .......ccuueeiiiiiieiiiiee e
AT#M2MBACKUP - M2M Set Backup Feature ..................
AT#M2MRMDIR - M2M File System Remove Directory
AT+M2M - Enable/disable M2M Application @XECULION ..........occuvviiiiiiieiiiiie e
AT#M2MRUN - M2M Set Run File PErMISSION .......cocuiviiiiiiiiiiiiie e
ATHM2MDEL - M2M DEIELE FlE ...couviiiiiiiiiiiiii ettt
ATHM2MWRITE - M2M W€ @ FilE ..ottt
ATHM2MLIST - M2M File SYSIEM LiSt....ceiiiiiiiiiiiiieiiiee et
ATHM2MREAD - M2M REAM Fil .....vviiiiiiiii ittt

ATH#MQEN - Enable MQTT FEAIUIE .......oeiiiiiieiiiiii ettt
ATH#MQCFG - Configure MQTT Parameters ........ouuiiiiiiieaiiiiiiie et
AT#MQCFG2 - Configure Additional MQTT Parameters ...........ccceeuiiiuiiieeieeeiaiiiieeeee e
AT#MQWCEFG - Configure MQTT Last Will and Testament............coocuiiieiieeiiiiiiiiiieeee e
AT#MQTCFG - Configure Timeout Parameters for MQTT Transmission
AT#MQCONN - Connect and Log in the MQTT Broker .........cccccoeevviuivneen.

AT#MQDISC - Log Out and Disconnect from the MQTT BroKer ..........c...eevveeiiiiiiiieiieeeeeiieee
ATHMQSUB - SUDSCHDE 10 @ TOPIC...ce ittt eee ettt e e e e
ATHMQUNS - UNnsubscribe from @ TOPIC ....eeveeeeeiiiiiiieeee et
ATHMQPUBS - PUDIISN ASCI STING ..o
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3.22.11.
3.23.
3.23.1.

3.23.1.1.
3.23.1.2.
3.23.1.3.
3.23.1.4.
3.23.15.
3.23.1.6.

3.23.2.

3.23.2.1.
3.23.2.2.
3.23.2.3.
3.23.2.4.

3.23.3.

3.23.3.1.
3.23.3.2.
3.23.3.3.
3.23.3.4.
3.23.3.5.
3.23.3.6.

3.23.4.

3.23.4.1.
3.23.4.2.
3.23.4.3.
3.23.4.4.

3.23.5.

3.23.5.1.
3.23.5.2.
3.23.5.3.
3.23.5.4.
3.23.5.5.
3.23.5.6.
3.23.5.7.
3.23.5.8.

3.24.
3.24.1.

3.24.1.1.
3.24.1.2.

3.25.
3.25.1.
3.25.2.
3.25.8.
3.25.4.
3.26.

BN S S ettt
GINSS CONfIGUIALION. ....ciiiiiiiiiiei et e et e e e e s e e e e e e s e e bbb e e e e e e s e s satraeaeaeas
ATSGPSQOS - GPS QUAIILY Of SEIVICE ..eeiiiiieeiiiii et
AT$SUPLYV - Set the Version of the Supported SUPL

ATSSLP - UPAate SLP AGArESS ....eeeueeiiieeiie ettt ettt ee e e e e e eeeneeaneeaneeenee e
ATSSLPTYPE - Update SLP TYPE ACAIrESS ......ciiuiiiiiiieiiiieiiieeitie ettt
AT$SUPLCFG - Configure SUPL TLS and Hash...............

AT$SUPLSEC - Set the User Plane Secure Transport

GINSS RECEIVET ...ttt ettt e e e e ettt e e e e e e et e e e e e e e e nstteeeaaeeeaannnseeeaaaens
ATSGPSAT - GNSS Antenna LNA CONrOl ....ccoiuiiieiiiiee et e e
ATSGPSRST - Restore Default GPS Parameters..........coouvveeiiiieeiiiiee e
ATSGPSSAYV - Save GNSS Parameters Configuration............cccouveeriieiieeniee e 587
ATSGPSP - GNSS Controller Power Management...........ciuieirieiieenieeiiie e siee e siee e 588
GNSS General ManQgQEIMENT .........ciiiiiiieiiiiie ettt e et e e sttt e e et e e e snaeeeeanbeeeeareeeeennes 589
ATSGCPSSW - GNSS SOftWAre VEISION ....c.vviiieiiiiieitiieitie ettt 589
ATEGCPSCLRX - Clar GPS Dal@.......cccuvieiiiiiiieiiiiesiee ettt ettt 590
ATSGPSR - Reset the GPS CONIOIEN .........coiiiiiiiiiieiie e 591
ATSGPSAV - GPS Antenna Supply Voltage Readout............cccveiiiiiiieiiieniieiiienec e 592
ATSGPSGLO - Set the GLONASS Capability ........cccvieiiiiiiieiiiciiiesee e 593
ATEGCPSDPO - GNSS SEEDPO ...ttt 594
GNSS PoSitioning INFOrMALION. .......coiiiiiie e e e 595
AT$GPSNMUN - Unsolicited NMEA Data Configuration...............coueuvieiiieniieniieniec e 595

AT$GPSACP - Get Acquired Position
AT$GPSNMUNEX - Unsolicited NMEA Extended Data Configuration

ATHGTP - Get Position from GTP WWAN SEIVICE .......ccoiiiiiiiiiiiiiiiiieeeiee e 603
LOCALION SEIVICE. ...ttt e et e bt ettt e et e e s e e e anbee e 604
ATELCSSLP - UPdate SLP AGUrESS .....vvieiiiiiiieiiie ettt ettt 604
ATSLCSTER - Update Terminal INfOrmation .............cooiiiiiiiiniieiiieiie e 605
ATSLICLS - Enable/Disable Unsolicited RESPONSE ..........coiiiiiiiiiiieiiie i 606
FAN Y N O W RS R OF=T 1) [oF (= TSR PUPR PR 607
ATELCSLK - LOCK CONEXE fOr LCS USE..c.uviiiiiiiiiieiiieeiie ettt ettt 608
ATSLCSLUI - Update Location INfOrMation ............coovieiiiiiiieiie et 609
ATSGPSSLSR - Start Location Service REQUEST .........ccuiiiiiiiiieiiieiiee e 610
ATSGPSSTOP - Stop Location SEervice REQUEST ........cccuiiiiieiiieiiieiiee et 614
MODIle Broadband ..............eiiiiiiiiiii e 615
Ethernet Control MOAE (ECM) ......uu it e e e e e e e e e 615
ATHECM - Ethernet Control MOdel SEUP ......ooiiiiiiiiiii i 615

ATH#ECMD - ECM Shutdown
Non-IP Data Delivery (NIDD)
AT#NIPDCFG - Define NIDD Parameters

AT#NIPDCONN - Open and Close a NIDD CONNECHION............ceiiiariiiiiiiiiieeeeeiiiieeee e e 618
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1. INTRODUCTION
1.1. Scope

This document is aimed in providing a detailed specification and a comprehensive listing as a reference for the
whole set of AT command.

1.2. Audience

Readers of this document should be familiar with Telit modules and their ease of controlling by means of AT
Commands.

1.3. Contact Information, Support

For general contact, technical support services, technical questions and report documentation errors contact
Telit Technical Support at:

e TS-EMEA@telit.com
¢ TS-AMERICAS@telit.com
e TS-APAC@telit.com

Alternatively, use:
http://www.telit.com/support

For detailed information about where you can buy the Telit modules or for recommendations on accessories
and components visit:

http://www.telit.com

Our aim is to make this guide as helpful as possible. Keep us informed of your comments and suggestions for
improvements.

Telit appreciates feedback from the users of our information.
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1.4.

i

Icons and Text Conventions

SET section — This section provides all information related to SET functionality of
involved AT command. If it has got strictly and relevant SET information, these are
located at section end.

READ section — This section provides all information related to READ functionality of
involved AT command. If it has got strictly and relevant READ information, these are
located at section end.

TEST section — This section provides all information related to TEST functionality of
involved AT command. If it has got strictly and relevant TEST information, these are
located at section end.

Additional info — This section provides any kind of additional and useful information
related to the AT command section as well as command exceptions or special
behavior cases.

REFERENCE section — This section provides useful references (standards or
normative) related to involved AT command.

EXAMPLE section — This section provides useful examples related to involved AT
command.

NOTE section — This section provides all information related to involved AT
commands. Each note can provide a different level of information: danger,
caution/warning and tip/information.

Danger — This information MUST be followed or catastrophic equipment failure or
bodily injury may occur.

Caution or Warning — Alerts the user to important points about integrating the module,
if these points are not followed, the module and end user equipment may fail or
malfunction.

Tip or Information — Provides advice and suggestions that may be useful when
integrating the module.

All dates are in ISO 8601 format, i.e. YYYY-MM-DD.
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2. AT COMMANDS

The Telit wireless module family can be controlled via the serial interface using the standard AT commands 1.
The Telit wireless module family is compliant with:

Hayes standard AT command set, to maintain the compatibility with existing SW programs.
3GPP TS 27.007 specific AT command and GPRS specific commands.

3GPP TS 27.005 specific AT commands for SMS (Short Message Service) and CBS (Cell Broadcast
Service)

Moreover, Telit wireless module family supports also Telit proprietary AT commands for special purposes.
The following is a description of how to use the AT commands with the Telit wireless module family.

2.1.

Definitions

The following syntactical definitions apply:

<CR>

<LF>

2.2,

Carriage return character, is the command line and result code terminator character, which value, in
decimal ASCII between 0 and 255, is specified within parameter S3. The default value is 13.

Linefeed character, is the character recognized as line feed character. Its value, in decimal ASCII
between 0 and 255, is specified within parameter S4. The default value is 10. The line feed character
is output after carriage return character if verbose result codes are used (V1 option used) otherwise, if
numeric format result codes are used (VO option used) it will not appear in the result codes.

Name enclosed in angle brackets is a syntactical element. They do not appear in the command line.

Optional sub parameter of a command or an optional part of TA information response is enclosed in
square brackets. Brackets themselves do not appear in the command line. When sub parameter is not
given in AT commands which have a Read command, new value equals to its previous value. In AT
commands which do not store the values of any of their sub parameters, and so have not a Read
command, which are called action type commands, action should be done based on the
recommended default setting of the sub parameter.

AT Command Syntax

The syntax rules followed by Telit implementation of either Hayes AT commands, GSM commands are very
similar to those of standard basic and extended AT commands

There are two types of extended command:

Parameter type commands. This type of commands may be "set" (to store a value or values for later
use), "read" (to determine the current value or values stored), or "tested" (to determine ranges of
values supported). Each of them has a test command (trailing =?) to give information about the type
of its sub parameters; they also have a Read command (trailing?) to check the current values of sub
parameters.

Action type commands. This type of command may be "executed" or "tested".

e "executed" to invoke a function of the equipment, which generally involves more than the simple
storage of a value for later use

e ‘"tested" to determine:

o if sub parameters are associated with the action, the ranges of sub parameters values that
are supported; if the command has no sub parameters, issuing the correspondent Test
command (trailing =?) raises the result code "ERROR".

Note: issuing the Read command (trailing?) causes the command to be executed.

o  whether or not the equipment implements the Action Command (in this case issuing the
correspondent Test command - trailing =? - returns the OK result code), and, if sub

1 The AT is an ATTENTION command and is used as a prefix to other parameters in a string. The AT
command combined with other parameters can be set up in the communications package or typed in manually
as a command line instruction combined with other parameters can be set up in the communications package
or typed in manually as a command line instruction.
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parameters are associated with the action, the ranges of sub parameters values that are
supported.

Action commands don’t store the values of any of their possible sub parameters.

Moreover:

The response to the Test Command (trailing =?) may be changed in the future by Telit to allow the description
of new values/functionalities.

If all the sub parameters of a parameter type command +CMD are optional, issuing AT+CMD=<CR> causes
the OK result code to be returned and the previous values of the omitted sub parameters to be retained.

2.2.1. String Type Parameters

A string, either enclosed between quotes or not, is a valid string type parameter input. According to V25.ter
space characters are ignored on the command line and may be used freely for formatting purposes, unless
they are embedded in numeric or quoted string constants; therefore a string containing a space character has
to be enclosed between quotes to be considered a valid string type parameter (e.g. typing
AT+COPS=1,0,"A1" is the same as typing AT+COPS=1,0,A1; typing AT+COPS=1,0,"A BB" is different from
typing AT+COPS=1,0,A BB).

A string is always case sensitive.

A small set of commands requires always to write the input string parameters within quotes: this is explicitly
reported in the specific descriptions.

2.2.2. Command Lines

A command line is made up of three elements: the prefix, the body and the termination character.

The command line prefix consists of the characters "AT" or "at", or, to repeat the execution of the previous
command line, the characters "A/" or "a/" or AT#/ or at#/.

The termination character may be selected by a user option (parameter S3), the default being <CR>.
The basic structures of the command line are:

e ATCMD1<CR> where AT is the command line prefix, CMD1 is the body of a basic command (nb:
the name of the command never begins with the character "+") and <CR> is the command line
terminator character

e ATCMD2=10<CR> where 10 is a sub parameter

e AT+CMD1;+CMD2=, ,10<CR> These are two examples of extended commands (nb: the name of
the command always begins with the character "+"2). They are delimited with semicolon. In the
second command the sub parameter is omitted.

e +CMD1?<CR> This is a Read command for checking current sub parameter values

e +CMD1=?<CR> This is a test command for checking possible sub parameter values
These commands might be performed in a single command line as shown below:
ATCMD1 CMD2=10+CMD1;+CMD2=, ,10;+CMD1?;+CMD1=?<CR>

anyway, it is always preferable to separate into different command lines the basic commands and the extended
commands; furthermore, it is suggested to avoid placing several action commands in the same command line,
because if one of them fails, then an error message is received but it is not possible to argue which one of
them has failed the execution.

2 The set of proprietary AT commands differentiates from the standard one because the name of each
of them begins with either "@", "#", "$" or "*". Proprietary AT commands follow the same syntax rules
as extended commands
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If command V1 is enabled (verbose responses codes) and all commands in a command line has been
performed successfully, result code <CR><LF>OK<CR><LF> is sent from the TA to the TE, if sub parameter
values of a command are not accepted by the TA or command itself is invalid, or command cannot be
performed for some reason, result code <CR><LF>ERROR<CR><LF> is sent and no subsequent commands
in the command line are processed.

If command VO is enabled (numeric responses codes), and all commands in a command line has been
performed successfully, result code 0<CR> is sent from the TA to the TE, if sub-parameter values of a
command are not accepted by the TA or command itself is invalid, or command cannot be performed for some
reason, result code 4<CR> and no subsequent commands in the command line are processed.

In case of errors depending on ME operation, ERROR (or 4) response may be replaced by +CME ERROR:
<err>or +CMS ERROR: <err>.

The command line buffer accepts a maximum of 400 characters. If this number is
exceeded none of the commands will be executed and TA returns ERROR.

2.2.2.1. ME Error Result Code - +CME ERROR: <err>

This is NOT a command, it is the error response to +Cxxx 3GPP TS 27.007 commands.
Syntax: +CME ERROR: <err>

Parameter: <err> - error code can be either numeric or verbose (see +CMEE). The possible values of <err>
are reported in the table:

Numeric Format 3 Verbose Format 4
0 phone failure
1 no connection to phone
2 phone adaptor link reserved
3 operation not allowed
4 operation not supported
5 PH-SIM PIN required
6 PH-FSIM PIN required
7 PH-FSIM PUK required
10 SIM not inserted
11 SIM PIN required
12 SIM PUK required
13 SIM failure
14 SIM busy
15 SIM wrong
16 incorrect password
17 SIM PIN2 required
18 SIM PUK2 required
20 memory full
21 invalid index
22 not found
23 memory failure
24 text string too long
25 invalid characters in text string
26 dial string too long
27 invalid characters in dial string
30 no network service
31 network timeout
32 network not allowed - emergency calls only
34 numeric parameter instead of text parameter
35 text parameter instead of numeric parameter
36 numeric parameter out of bounds
37 text string too short

3 Not all modules support the error codes shown in the table.
4 There could be small variations in the message depending on the module in use.
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Numeric Format 8 Verbose Format 4
38 The GPIO Pin is already used
40 network personalization PIN required
41 network personalization PUK required
42 network subset personalization PIN required
43 network subset personalization PUK required
44 service provider personalization PIN required
45 service provider personalization PUK required
46 corporate personalization PIN required
47 corporate personalization PUK required
49 EAP method not supported
50 Invalid EAP parameter
51 Parameter length error for all Auth commands
52 Temporary error for all Auth command
53 not verified hidden key
100 unknown
103 lllegal MESSAGE
106 lllegal ME
107 GPRS services not allowed
111 PLMN not allowed
112 Location area not allowed
113 Roaming not allowed in this location area
132 service option not supported
133 reguested service option not subscribed
134 service option temporarily out of order
148 unspecified GPRS error
149 PDP authentication failure
150 invalid mobile class
257 network rejected request
258 retry operation
259 invalid deflected to number
260 deflected to own number
261 unknown subscriber
262 service not available
263 unknown class
264 unknown network message
273 Minimum TFT per PDP address error
274 Duplicate TFT eval prec index
275 Invalid TFT param combination
277 Invalid number of parameters
278 Invalid Parameter
320 Call index error
321 Call state error
322 Sys state error
323 Parameters error
550 generic undocumented error
551 wrong state
552 wrong mode
553 context already activated
554 stack already active
555 activation failed
556 context not opened
557 can not setup socket
558 can not resolve DN
559 time-out in opening socket
560 can not open socket
561 remote disconnected or time-out
562 connection failed
563 tx error
564 already listening
565 socket disconnection
566 can not resume socket
567 ip version type incompatible
568 ipv6 not enabled
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Numeric Format 3 Verbose Format 4
569
600 Generic undocumented error
601 wrong state
602 Can not activate
603 Can not resolve name
604 Can not allocate control socket
605 Can not connect control socket
606 Bad or no response from server
607 Not connected
608 Already connected
609 Context down
612 Resource used by other instance
613 Data socket yet opened in cmdmode
614 FTP CmdMode data socket closed
615 FTP not connected
616 FTP disconnected
617 FTP read command closed
618 FTP read command error
619 FTP write command closed
620 FTP write command error
621 FTP read data closed
622 FTP read data error
623 FTP write dat