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SPECIFICATIONS SUBJECT TO CHANGE WITHOUT NOTICE

Notice

While reasonable efforts have been made to asbaread¢curacy of this document, Telit
assumes no liability resulting from any inaccuraae omissions in this document, or from
use of the information obtained herein. The infdiarain this document has been carefully
checked and is believed to be entirely reliablewkler, no responsibility is assumed for
inaccuracies or omissions. Telit reserves the tiglthake changes to any products described
herein and reserves the right to revise this doocdiraed to make changes from time to time
in content hereof with no obligation to notify apgrson of revisions or changes. Telit does
not assume any liability arising out of the appiwa or use of any product, software, or
circuit described herein; neither does it convegrise under its patent rights or the rights of
others.

It is possible that this publication may contairferences to, or information about Telit
products (machines and programs), programmingeisices that are not announced in your
country. Such references or information must notdmestrued to mean that Telit intends to
announce such Telit products, programming, or sesvin your country.

Copyrights

This instruction manual and the Telit products désd in this instruction manual may be,
include or describe copyrighted Telit material, fsuas computer programs stored in
semiconductor memories or other media. Laws inltdlg and other countries preserve for
Telit and its licensors certain exclusive rights foopyrighted material, including the
exclusive right to copy, reproduce in any formtrdisite and make derivative works of the
copyrighted material. Accordingly, any copyrightedaterial of Telit and its licensors
contained herein or in the Telit products descriedhis instruction manual may not be
copied, reproduced, distributed, merged or modifiedany manner without the express
written permission of Telit. Furthermore, the puasé of Telit products shall not be deemed
to grant either directly or by implication, estopper otherwise, any license under the
copyrights, patents or patent applications of Taktarises by operation of law in the sale of a
product.

Computer Software Copyrights

The Telit and 3rd Party supplied Software (SW) pidd described in this instruction manual
may include copyrighted Telit and other 3rd Pamppied computer programs stored in
semiconductor memories or other media. Laws inltddg and other countries preserve for
Telit and other 3rd Party supplied SW certain eswle rights for copyrighted computer
programs, including the exclusive right to copyreproduce in any form the copyrighted
computer program. Accordingly, any copyrighted e other 3rd Party supplied SW
computer programs contained in the Telit produetscdbed in this instruction manual may
not be copied (reverse engineered) or reproduceshynmanner without the express written
permission of Telit or the 3rd Party SW supplieurtRermore, the purchase of Telit products
shall not be deemed to grant either directly oriroplication, estoppel, or otherwise, any
license under the copyrights, patents or patericgiions of Telit or other 3rd Party supplied
SW, except for the normal non-exclusive, royalgeflicense to use that arises by operation
of law in the sale of a product.
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Usage and Disclosure Restrictions

License Agreements

The software described in this document is the gntypof Telit and its licensors. It is
furnished by express license agreement only and meaysed only in accordance with the
terms of such an agreement.

Copyrighted Materials

Software and documentation are copyrighted mageri®aking unauthorized copies is
prohibited by law. No part of the software or doamtation may be reproduced, transmitted,
transcribed, stored in a retrieval system, or {eded into any language or computer language,
in any form or by any means, without prior writfeermission of Telit

High Risk Materials

Components, units, or third-party products usedhm product described herein are NOT
fault-tolerant and are NOT designed, manufactucedintended for use as on-line control
equipment in the following hazardous environmegtpuiring fail-safe controls: the operation
of Nuclear Facilities, Aircraft Navigation or Airgft Communication Systems, Air Traffic
Control, Life Support, or Weapons Systems (HighkRistivities"). Telit and its supplier(s)
specifically disclaim any expressed or implied waty of fithess for such High Risk
Activities.

Trademarks
TELIT and the Stylized T Logo are registered indemaark Office. All other product or
service names are the property of their respectumeers.

Copyright © Telit Communications S.p.A. 2011.
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1. Introduction

1.1. Scope

The scope of the document is to present the featmd the application of the Star Network
embedded stack available on TELIT references LEE®ahd LE50-868.

1.2. Audience

This document is intended for Telit customers, vah® integrators, about to implement their
applications using TELIT LE50-433 and LE50-868 cadiodules

1.3. Contact Information, Support

For general contact, technical support, to repodudhentation errors and to order manuals,
contact Telit Technical Support Center (TTSC) at:

TS-SRD@telit.com
TS-NORTHAMERICA@telit.com
TS-LATINAMERICA@telit.com
TS-APAC@telit.com

Alternatively, use:

http://www.telit.com/en/products/technical-suppeoetter/contact.php

For detailed information about where you can by Telit modules or for recommendations
on accessories and components visit:

http://www.telit.com

To register for product news and announcementsoorpfoduct questions contact Telit
Technical Support Center (TTSC).

Our aim is to make this guide as helpful as possikéep us informed of your comments and
suggestions for improvements.

Telit appreciates feedback from the users of diarination.

i % L 7 o 5% F ke g I . 3 -
. g it ) — N gzl S It s < : P e
i Lk T e = i |
‘ = | 4 - e
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Document Organization

This document contains the following chapters:

“Chapter 1: “Introduction”provides a scope for this document, target auéiecantact and
support information, and text conventions.

“Chapter 2: “Description of Standard Functionalitgives a detailed description of the
standard functionalities and operation of the Sietwork protocol stack.

“Chapter 3: “Description of the Telemetry Functibtyd gives a description of telemetry
functionalities and operation of the Star Netwqmotocol stack.

Text Conventions

Danger — This information MUST be followed or cat@sphic equipment failure or bodily
injury may occur.

Caution or Warning — Alerts the user to importanbmts about integrating the module, if
these points are not followed, the module and ersgiuequipment may fail or malfunction.

Tip or Information — Provides advice and suggestiom that may be useful when
integrating the module.

All dates are in ISO 8601 format, i.e. YYYY-MM-DD.

Related Documents
* [1] EN 300 220-2 v2.3.1 ETSI Standards for SRE2hruary 2010
* [2] ERC Rec 70-03 ERC Recommendation for SRD, AQi&

* [3] 2002/95/ECDirective of the European Parliatreamd of the Council, 27 January
2003

* [4] SR Manager Tool User Guide 1vv0300899
* [5] xE50-868/433 RF Module User Guide 1vv0300905
e [6] 2006/771/EC Harmonization of the radio spetifior use by short-range devices

* [7] 2009/381/EC Amending Decision 2006/771/EC ammonization of the radio
spectrum for use by short-range devices
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2. Description of the Standard Functionalities

This Chapter is dedicated to the standard funclitynaf the Star Network protocol stack.

There are 2 different modes available for Star Netwprotocol stack that are described in
following paragraphs:

* Theconfiguration modewhich allows to parameter the module. It is sebuigh the
use of Hayes commands sent on the serial link.

» Theoperating modevhich is the functional use for data transmission

2.1. Configuration mode

Hayes or 'AT' commands complies with Hayes protoseld in PSTN modem standards. This
‘AT’ protocol or Hayes mode is used to configure tmodem parameters, based on the
following principles:

A data frame always begins with the two ASCANT' characters, standing for
‘ATtention’

» Commands are coded over one or several charactmay include additional data

* A given command always ends up with a <CR> CarrRegtirn

| A | T | Command |  Additional data | <CR> |

& NOTE: The delay between 2 characters of the sameemand must be less than 10 seconds

The only exception to this data-framing rule is #watching command from the operating
mode to configuration mode. In this case only :

» the escape code (‘+++) must be started and foltblmea silent time at least equal to
the serial time out.

e <AT> and <CR> shall not be used.

ew
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Below is the complete list of the ‘AT’ commands éafle on the module.

Command Description

Hayes Mode Activation
‘+++ command gives an instant access to the modem’snydeas
configuration mode (Hayes or AT mode), whatever the cuneetating
mode in process might be.

i ‘+++' command should be entered as one string, i.e. it shouldept
preceded by ‘AT’ and followed by <CR> but two silent tsnehich
duration is configurable via S214 register (Serial timg-othe time
between two ‘+’ must not exceed the time-out value.

Hayes mode inactivates radio functions.

Communication mode activation
‘ATO’ command gives an instant access to the modem’s opgrati
mode, configured in S220 register.

‘ATO’ command is used to get out of Hayes mode. It wilbatyminate
all running carrier tests if any.
Answer :OK or ERRORIf the configuration is not complete

Modem'’s firmware version
‘AT/V’' command displays the modem'’s firmware version dkfes:
pp.MCR.MM.mm<CR>
With:
ppis the platform:

. GC: LE50-868

ATO

ATV XCR: X is the stack (S for Star Network and B for Bootlajde
Cis the casing:

. 0: OEM boards

. 1: USB dongle or IP67 box
R is reserved and always read as ‘0’

MM: Major version
mm: minor version
Modem'’s registers status
‘AT/S’ command displays status of all relevant regstarthe modem
Register interrogation
‘ATSn?’ command displays the content of Hayes registenbai n
(Refer to the register description table).
Some registers are standard for every Telit modems wililerso are
specific to some products.
Answer :Sn=x<CR>
Register modification
‘ATSn=m’ command configures Hayes register number n withvéhee
ATSn=m m, e.g. ATS200=4<CR> enters the value ‘4’ in the regiSRO0.
The value is automatically stored in the EEPROM memory
Answer :OK or ERROR
Parameters reset
ATR ‘ATR’ command resets all modem’s parameters to thiefault values.
Answer :OK

AT/S

ATSn?

o C | | S| DR, [
| = e | I i
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Stand By Activation

ATP When serial stand by is set, the ‘ATP’ command put the feddwstand
by mode. To wake up the module, send a NULL (0x00) cheract

Switch to Bootloader
‘ATBL’ command escape from the main program and run |the
bootloader. This command is useful to update the firmwaresbgl ©r
radio link. See the dedicated part for details.

ATBL

Specific ‘AT’ commands has been integrated in otdenake measurements and tests.

Command Description
ATTO Pure carrier transmissior at center frequency
ATT1 Modulated carrier transmission
ATTO Exit carrier transmission

=]

Note 1: After an AT command (ended by <CR>), the s&l link gives back result code,
which is "OK” or "ERROR ".

Note 2: "+++" command gives back OK.

=]

These commands are effective after a maximum d#lap mS ; the back code OK indicates
the good execution of the command, and another @rdnsan be sent right after the back
code OK.

i

- / 56
s 57 e ] \ y . =
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Operating mode
There are 2 communication protocols available emtiodule:

» Transparent mode: this is the default communication protocol of thedule. The
module transmits the data transparently, withowapseulation or addressing. It acts
as a half duplex wired serial link (type RS485).

Note : Transparent mode allows sending big data fr@es and also streaming when radio
baud rate is equal or greater than serial one.

* Addressed Secured modeit is a kind of multipoint network protocol. Eacmodule
can communicate with every other module in the saeteiork. All the frames are
addressed, checked through a CRC and acknowledded. mode also allows
sending telemetry commands over the network to tpimputs or change output
state of a remote identified module. Finally, tede allows broadcasting by
sending to address 0. This mode can’t support frame

Note : Addressed Secured mode doesn't allow sendibig data frames. The whole serial
frame needs to be stored in buffer before being teted and finally sent on the air. For
this reason the maximum allowed size is 240 bytes.

In addition to these two modes, a few optional fiomalities can be enabled like LBT, Cyclic
Wake Up, or AES encryption:

» LBT (Listen Before Talk): It means that the transmitting module will scam tadio
link and verify it is free (no radio activity) bef® sending its data to avoid collision.
LBT is available in both transparent and AddresSedured modes. See register S226
for details.

* Cyclic Wake Up: A device running Cyclic Wake Up sleeps most of tinee and
periodically wakes up during a few milliseconddligten to the radio channel. If an
incoming radio frame is detected, the module walgsompletely and performs the
message treatment. Otherwise, the module returmediately to stand by until next
radio scan. This option allows sending radio messdg a sleeping module. Cyclic
Wake Up is available in both transparent and AdoreésSecured modes. See registers
S240, S243, S245 and S247 for details.

» AES Encryption: When enabled, this option performs an AES 128éitsyption of
data sent in Addressed Secured mode. The encrygégnis customizable. AES
Encryption is only available in Addressed Secureddenand has no effect in
Transparent mode. Only the user data are encrglegding to mix encrypted and
clear messages in the same network. See regigBfsahd S280 for details.
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2.2.1. Basic lllustration of Transparent mode
Module N°1 Module N°2 Module N°3
1 sends ABCD <ABCD> : | <ABCD>
- | | <ABCD>
2 sends Hello <Hello> : <Hello> l <Hello>
<in blue> : data sent
<in red> : data received
2.2.2. Basic Illustration of Addressed Secured mode
Module N°1 Module N°2 Module N°3
1 sends ABCD to <2=ABCD> = |
L | <1=ABCD>
OK ~aff— ACK
1 sends EFGH to 3 <3=EFGH> = i *
(with a retry) :
Waiting time l ‘
» | <1=EFGH>
! ACK
OK <+ :
3 sends Hello a _ i | | _
Broadcast <3=Hello> | <0=Hello>
<3=Hello> |
#¥ Collision or error
<in blue> : data sent
<in red> : data received
&

" g

7 E 4 i | .
E‘;ﬂ )/ | 5= = = <
J / - va NI
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2.2.3. Basic lllustration of Addressed Secured mode with LBT
Module N°1 Module N°2 Module N°3
1 sends ABCD to <2=ABCD> ( B
(radio link free) LBt oK
' : <1=ABCD>
OK g ACK
1 sends EFGH to <3=EFGH> ‘% LBT|= NOK
(radio link not free) 6
Waiting timel
6& LBT|= OK
n | <1=EFGH>
|
OK <+ ACK

>

3 R 4 S | .
E‘;ﬂ )/ | 5= = = <
J / - va NI
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2.3. Public Registers Detailed Use

The parameters to be configured via Hayes modesamed in the module permanent
memory, called S registers. Those registers arayahhsted as follow:

» S20x registers correspond to the radio parameters

» S21x registers correspond to the serial parameters

» S22x registers correspond to the operating paramete
» S24x registers correspond to low power parameters

» S25x registers correspond to the network parameters

» S26Xx registers correspond to the telemetry paramete

2.3.1. Radio Configuration

The Radio configuration is set via the S20x regsst€hrough them, you can:
« Change radio channel : S200,
* Change the radio baud rate : S201,
* Change the radio Output Power : S202,
* Modify the carrier length : S204,
» Change Radio Frequency Sub-Band : S206.
* Change Xor pattern applied on radio data: 209

The radio parameters are preferably set in thevidatlg order :

1. Frequency Sub-band assignment : S206

This register sets the Frequency Sub-band usdtidarommunication.
For LE50-868 :

S206 value Band Frequency Sub-Band

0 (default) gl 868.0-868.6 MHz
1 n.a
2 g2 | 868.7-869.2 MHz
3 n.a.
4 n.a.
5 n.a.
6 g3 | 869.4-869.65 MH:
7 n.a
8 g4 869.7-870 MHz
9
10 g 863.0-870 MHz

Reproductlon forbldden without written authorlzatlon from Telit Communlcatlons S.p.A.- All Rights Reserved. Page 15 of 47
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S206 value

Band

Frequency Sub-Band

0 (default)

1f

433.050 — 434.79 MHz

The set of S206 register will automatically set §28201 and S202 registers with default

value.

2. Radio baud rate : S201

This register sets the data rate on the RF link.

S201 value Radio baud rate
LE50-868 LE50-433
0 4.8 kbps n.a.
1 9.6 kbp:
2 19.2 kbp | n.a
3 (default) 38.4 kbps
4 115.2 kbps

NOTE: When radio baud rate is very slow comparedstrial data rate, all data are stored
in a buffer of 255 bytes. To not risk a buffer oflaw and data loss, it is advised to enable
to serial flow control in register S216.

3. Radio channel :

S200

The number of channels available on each sub-bepdmndis on the radio baud rate chosen.

Sub-band LE50-868 LE50-433
Band g Band g1 Band g2 Band g3 Band g4 Band 1f
Radio baud rat (0): 4.8 kbps (2): 9.6 kbps
(S201) (1): 9.6 kbps (3): 38.4 kbps
(2): 19.2 kbps (4): 115.2 kbps
(3): 38.4 kbps
(4): 115.2 kbps
Number of (0): 6C (0): 12 (0): 1cC (0): 1 (0): € (2): 8
channels (2): 60 (2): 12 (2): 10 2):1 (2):6 (3):8
(2): 20 (2): 6 (2):5 (2):1 (2):3 (4): 4
(3): 10 3):3 3): 2 3):1 3):2
(4):0 (4):1 (4):1 (4):0 (4): 0
S20( (0): from 0to 5! (0): from O to 1.|(0): from Oto ¢ | (0): only C (0): fromOto! [(1):fromOto"
(1): from 0 to 59 (1): from 0 to 11 (1): from 0to 9  (1): only O (2): fromO0to 5 |(3): from Oto 7
(2): from 0to 19 (2): from 0to 5 | (2): from O0to 4 (2): only O (2): from0to 2 |(4): fromOto 3
(3):from0to9 (3):from0to2 (3):from0Oto1 (3): onlyO (3): from0Oto 1
(4): n.a. (4): only 0 (4): only O (4): n.a. (4): n.a.

The default value for this register is S200=0

Reproductlon forbldden without written authorlzatlon from Telit Communlcatlons S.p.A.- All Rights Reserved.
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The default valueiy bold) is set to the maximum output power authorizedanh Sub-Band.

Sub-band LE50-868 LE50-433
Band g Band g1 Band g2 Band g3 Band g4 Band 1f
S202 0:-8dBm 0:-8dBm 0:-8dBm 0:-8dBm 0:-8dBm 0:-8dBm
1:-5dBm 1:-5dBm 1:-5dBm 1:-5dBm 1:-5dBm 1:-5dBm
2:-2dBm 2:-2dBm 2:-2dBm 2 :-2dBm 2 :-2dBm 2:-2dBm
3:+1dBm 3:+1dBm 3:+1dBm 3 :+1dBm 3:+1dBm 3:+1dBm
4 : +4dBm 4 : +4dBm 4 : +4dBm 4 : +4dBm 4 : +4dBm 4 : +4dBm
5:+7dBm 5:+7dBm 5:+7dBm 5:+7dBm 5:+7dBm 5:+7dBm
6 : +10dBm 6 : +10dBm 6 : +10dBm 6 : +10dBm 6 : +10dBm
7 : +14dBm 7 :+14dBm 7 :+14dBm 7 : +14dBm 7 : +14dBm

5. Radio preamble length : S204

This register sets the length (in bytes) of théagudeamble sent before the data. It serves as
synchronization frame for the receiver(s). The ditf@alue is 8 bytes (S204=8).

If the radio receiver is configured in low powertiwviwake on radio activated, then the
preamble length of the sender may be increasedve more chance to be detected by the
remote sleeping module. See Wake On Radio chaptendre details.

Without low power consideration, this register Hago be modified. However, in some
hostile environment (metallic parts, vibrations.t.ran be increased to have a more reliable
synchronization. This will lower the over air thghput as it increase the non-data use of the
radio.

6. Radio Whitening Character : S209

This register sets the value XOR with each charadtéhe radio frame in order to avoid long
sequences of 0s or 1s. If the user applicationsséathes containing series of 0x00 or OxFF,
the receiver can unsynchronized itself, thus treglrfer this whitening.

To mix a frame of these types, use a value of H&X( OXAA , Bin : 10101010)

Reproduction forbid
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2.3.2. Serial link configuration
The serial link configuration is set via the S2ggisters. Through them, you can:
» Set the serial baud rate : S210,
* Set the parity : S212,
» Set the number of stop bits: S213,
» Set the serial time-out : S214,
» Set the flow control type : S216,

After each modification in the serial settings, thedule will answer ‘OK’ with the current
configuration, and the changes will be effectivenietiately after.

The Serial parameters are preferably set in tHevialg order:

1. Serial Baud rate : S210

This register selects the serial baud rate vatus.linked to the time-out register S214. They
can be set with the following values :

S210 value Serial S214
baud rate minimum value

1 1 200 bps 17

2 2 400 bps 9

3 4 800 bps 5

4 9 600 bps 3

5 (default) 19 200 bps 2

6 38 400 bp 2

7 57 600 bps 2

8 115 200 bps 2
ﬁ NOTE: When serial baud rate is very high comparexradio data rate, all data are stored
in a buffer of 255 bytes. To not risk a buffer oflaw and data loss, it is advised to enable

to serial flow control in register S216.

2. Serial timeout : S214

The module is not able to know when a frame reoapt finished on the serial link, but it
needs this information to stop radio transmissiotransparent mode, or to start sending data
in the other modes.

This timeout is the indicator used to decide whHendata frame is finished: if no character is
received for a time equal to this timeout, the deame is seen as finished and the modem
acts accordingly.

The default value is 5 milliseconds.

Reproductlon forbldden without written authorlzatlon from Telit Communlcatlons S.p.A.- All Rights Reserved. Page 18 of 47
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The Timeout value is of course in accordance with derial baud rate : it must be at least
equal to the length of 2 characters. See the takiee baud rate (S210) part of this chapter.
For example, for a 19200 bps baud rate, the tingeol 1 character (1 start bit + 8 data bits +
1 stop bit) is 521 us, giving a squared up time@lie of 2 ms.

You can set a higher value to this timeout if yawdisome gaps in the sending of a frame.

3. Serial data format : S212 and S213
These registers set the format of the charactetsosethe serial link :

* S212: Parity. It can take three values : '1' forParity, '2' for Even Parity, or '3' for
Odd Parity. The default value 8212=1

e S213: Number of Stop bits: 1 bit or 2 bits. Defaallue isS213=1

The settings for the available configurations are :

Parity | Stop Bits
Format type S212 S213

8/N/1 | 8 data bits, no parity, 1 stop bit 1 1
8/E/1 | 8 data bits, even parity, 1 stop bit 2 1
8/0/1 | 8 data bits, odd parity, 1 stop bit 3 1
8/N/2 | 8 data bits, no parity, 2 stop bits 1 2
8/E/Z | 8 data bits, even parity, 2 stop 2 2
8/0/2 | 8 data bits, odd parity, 2 stop bits 3 2
7IN/2 | These configurations are only possible in transgarsing the
7/E/1 same settings as 8/N/1
7/0/1

ew
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4. Flow control management : S216

In all the modes, the data coming from the send are stored in a buffer and then sent.
Thus, for long frame greater than 240 bytes iteisassary to have a flow control on the serial
link to avoid a buffer overflow and the loss of alatf long frames are sent without flow
control, some data may be lost. In transparent mibderial data rate is equal to radio one,
the flow control can be disabled because in thég ¢he buffer doesn't risk overflow.

The module manages three types of flow control :

* Hardware or CTS/RTS (S216=0) : the RTS signal ftbenmodule will authorize the
host to transmit data.

» Software or Xon/Xoff (S216=1) : the module send&adf character on the serial link
to interrupt the transmission from the host, anXam character to resume. This
control will only work from the module to the host.

* None (S216=2, default) :the host must manage itgoing data frames in order not
to overflow the buffer.

This flow control is available for our virtual RS23erial link .

Note 1: in Hayes mode, the flow control is not acte so as to be able to modify these
registers without locking the serial link.

: : e ) N &=
| Lo ) = FITTTT |
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Operating Mode configuration
The Operating mode configuration is set via thex328isters. Through them, you can:
» Set the operating mode : S220,
e Set the number of retries: S223,
» Setthe LBT: S226
» Set the random waiting time : S227

The Operating Mode parameters are preferably géeifollowing order :

1. Operating Mode : S220

This is the most significant register : it tellsihthe module must run. The available operating
modes are:

Value Mode
1 Transparent Mode (default)
9 Addressed Secured Mode

2. LBT:S226

This register allows activating and setting up thH&T functionality. The LBT sensitivity
refers to the detected RF level over which theiRlEis considered as occupied.

Value LBT Comment
0 OFF (default) no LBT
1 ON with high sensitivity LBT with detection for RF >-90dBm
2 ON with medium sensitivity | LBT with detection for RF >-80dBm
3 ON with low sensitivity LBT with detection for RF >-70dBm

3. Number of repetitions : S223

This register is used in Addressed Secured modg.thie number of times the message will
be repeated in case of non acknowledgement, onuh#er of times the module will try to
send the message in case of the radio link isreet(fvhen LBT functionality is activated).

This register is set to 2 as default. It is enoungmost of the configurations.

4. Random waiting time : S227

This register activates a random waiting time befevery radio transmission (except for
acknowledge). When LBT functionality is ON, it isitamatically activated. The random
waiting time is comprised between 0 and 64mS.

S227 value Random Waiting Time

0 (default) OFF

1 ON
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2.3.4. Network Configuration

The configuration to use the module in Addressedufe mode is done with the S25x
registers. Through them, you can:

* Setthe Network ID : S250,

* Setthe Client Address : S252,

» Set the Network options : S255,

* Set a default address for transmission : S256.
* Set a default address for telemetry : S258.

The parameters are preferably set in the folloveirdgr:

1. Network ID : S250

When in Addressed Secured operation, modules camcmicate only if they are parts of the
same ‘network’.

There can be up to 65535 networks defined, but onky can work in a given area in each
radio channel. If you want to place more than oeevork in the same area, use different
radio channels and not different network numbers.

The default value is 0.

2. Network Options : S255

When running in Addressed — Secured and Telemetidemthis register contains the option
flags used to configure the operation.

This register is a group of 4 flag bits :

Bits 7 6 5 4 3 2 1 0
Name | RSSI| ack 2B Ret AES NH CR N°

% Header(Bit 0, default 1): if set to 1, the frames sent on the serial \ik be preceded with a
header showing the sender address. This framéevdls follows, for each settings of the
bit 2:
"1=data” if the header is ASCII
"<0x01>=data” if the header is numeric
If set to 0, the receiver will not know where tharhe comes from

& Carriage Return(Bit 1, default 0) : if set to 1, the frame sent on the serial livik be
followed by a CR character (<Ox0D>).

% Numeric Heade(Bit 2, default 0) : Used when bit O is set to 1, it selects thetygpheader
for transmission or reception to ASCII (0) or nuingl). It is also applied for the RSSI field
if activated.

g IPE | RSy
I P ’ i oy TN —-o e { ' | 1&
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% AES(Bit 3, default 0): If set to 1, enable the AES encryption on datat in addressed
secured mode. The 128 bits encryption key is ddfingegister 280.

% Status answe(Bit 4, default 0) : defines if the module returns a transmissiaitust after
sending a frame. If set to 1 (no answer), the mod@hgive no information if the frame has
been received on the remote side or not. If biBatus answer” is set to 0 (serial answer
enable) while bit 6 ACcK”is 0 (Radio ACK enable), module returns OK if ttaglio
acknowledge has been received, ERROR otherwise.

Finally if bit 4 is set (serial answer enable) vehiiit 6 ‘2ck” is 1 (radio acknowledge disable),
module returns OK in all cases.

% 2 bytes Numeric Head¢Bit 5, default 0) : Used when bit 2 is set to 1, it defines if the
numeric header is on 1 byte (0) for less than 268ems, or 2 bytes (1) for up to 65535
modems. This bit has no effect if the header is W&t 2 = 0). The frames sent and
received will be as follows :

"<0x01>=Data" if this bit is set to 0
"<0x00><0x01>=Data" if this bit 5 is set to 1

% ack (Bit 6,default 0) : Radio Acknowledge disable: if ‘1’, the radio lAts disable and any
secured radio frames are not acknowledged. Thisg&il when several clients have the same
ID in a network.

% RSSIBit 7, default 0) : if set to 1, the frame sent on the serial livik be followed by the
RSSI value level. The format (hexa or ASCII) defsead the Bit 2
3. Client Address: S252

The user can set a Client number between 1 and565H% client numbers must all be
different in a network.

The default value is 1. Value 0 is not permittedéese reserved for broadcast transmission.

4, Default transmission Address: S256

If this register is different from 0, the framese&ed on the serial link will be sent to this
address, without any header detection done.

This register is useful to set a Network-like syst&ith up to 65534 clients and one server,
and/or when the clients are not able to managédnee header.

5. Default telemetry Address: S258

This register is used in telemetry 1/0 copy functio define a binding between 2 modules.
When this 1/0 copy function is enabled (see regi&9) the inputs of the local module are
copied on the output of the module specified insteg S258.

This register is also used in telemetry edge dieteclf some inputs are defined as Edge IRQ
Inputs (see registers 261 to 269) a frame reldthgtate of local module is automatically
sent to module specified in register 258 each aimedge occurs on such configured input.
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Low Power Configuration

The configuration to use low power features is daite the S24x registers. Through them,
you can:

» Choose the stand by mode : S240,

» Set the sleeping duration : S243

» Set the RX awake duration: S245

» Set the time out before returning to stand by: S247

1. Stand By Mode : S240

Three stand-by modes exist and can be activatadidodlly or in combination. Stand by
modes are represented by bits:

Bits 7-3 2 1 0

Name Reserved | Cyclic Wake Up| Soft (Serial) | Hard (Std By Pin)

Hardware: when bit 0 is set, the module staysandby while stand by pin is maintained to
VCC. The module resume in operating mode as soarfating edge occurs on Stand By Pin.

Software: when bit 1 is set, the module entersemudpes stand by through Hayes commands.
In Hayes mode, send ATP<CR> to enter in sleep modesend 0x00 to resume.

Cyclic Wake Up: when bit 2 is set, the module ramaode where it listens periodically to the
radio channel. The sleep duration is defined by3324ister and the RX radio scan is defined
in S245 register. This mode allows the module tonost of the time in stand-by while being
able to receive radio frame. Typically, the listot is 10ms length every 1000ms leading in a
ratio of 99% of time in stand by. Cyclic Wake Upaigilable in both Transparent and
Addressed Secured mode.

Notel: When a receiver runs Cyclic Wake Up, the seler must send radio frames with
very long preamble in order to increase the probaliity of detection by the sleeping
receiver. The higher probability is reached when tk preamble of sender is equal to the
sleep duration of the sleeping receiver. For examg] if radio data rate is 38,4Kb/s, and if
the sleeping device is set to wakeup every 1000msu should consider to set the
preamble length (S204 register) to [38,4 x 1000]84800 bytes of preamble on sender
side

Note2: Due to some internal limitations, when CigclWWake Up is used, the maximum
frame length is limited to 223 bytes in Transparanbde and 210 bytes in Addressed
Secured mode.
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Note3: Cyclic Wake Up can not be enabled alone; asthise there is a risk to never take
back control of the sleeping module. Cyclic Wake $penabled only in combination with
Hard stand by mode insuring to always have a chate@wake the module by stand-by pin.

The default value is 0, no stand by activated.

2. Sleep Duration : S243

The role of this register is double.

When Cyclic Wake Up is activated (Register S2408g present register gives the sleep
duration in milliseconds between two radio scans.

When Telemetry 10 copy is set to “IO copy ClienRggister S260), the present register gives
the IDLE duration between two 10 copy refresh, histcase, value should be a multiple of
1000ms.

If both Cyclic Wake Up and 1O copy Client are aated, this register gives the sleep duration
between two 10 copy refresh.

Default value is 1000ms.

3. RX Duration : S245

When Cyclic Wake Up is activated (Register S240¢, present register gives the RX scan
duration in milliseconds. Typically a few millisewds are enough in order to save the
maximum of energy. We advice 15ms when radio daia is set to 4800b/s and only 10ms
for higher radio data rates.

Default value is 10ms.

4. Time Out before returning to sleep : S247

When Cyclic Wake Up is activated (Register S24ti} tegister gives the timeout duration in
milliseconds without any activity before returnitg sleep. Thanks to this register it is
possible to continue exchanging messages aftenaviiaked a remote sleeping device. The
module waits for this timeout before returning targl-by. If an activity (serial or radio)
occurs before timeout is elapsed, the timeout lauached for a new S247 ms duration. This
register is used when the received radio messageafded to serial, will trig a serial
response which can then being forwarded on radimediately. When no response is
envisaged, it is not needed to loss time and epengguch situation, this register can be
reduced to only a few milliseconds.

Default value is 100ms.
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Access

| Register

| Name

| Description

General

R

S192

Serial Number

Serial number of the module, the one present on the st|
Read-only register.

Radio

R/W

S200

Channel

Number of the radio channel in use, depend of
Frequency Sub-Band used, and the product
Default : 0.

R/W

S201

Radio Baud-Rate

Indicates the radio link rate.
. 0: 4.8 kbps
. 1:9.6 kbps
. 2 :19.2 kbps
. 3:38.4 kbps
. 4:115.2 kbps
0 and 2 are not available for LE50-433

R/W

S202

Output Power

Radio power output:

:-8dBm

:-5dBm

: -2dBm

: +1dBm

: +4dBm

: +7dBm

: +10dBm

: +14dBm

Note: The maximum power authorized and the de
value depend on the Frequency Sub-Band used, an
product. Check S202 table in §2.3.1.

L]
~No oabh wdNEFE O

R/W

S204

Radio Carrier Length

Indicates the radio carrier length. This carrier is fefibre
each data frame and is used to synchronize the receive
Between 4 and 65535
Default : 8

R/W

S206

Frequency Sub-Band

Indicates the frequency Sub-Band in use.
Between0 and 10 for LE50-868
Only 0 for LE50-433

R/W

S209

Radio Whitening
Character

Indicates the XOR value for radio data.
Between0 and 255.

,lli i
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Access

| Register

| Name

| Description

Serial L

ink

R/W

S210

Serial Speed.

Indicates the speed on the Serial Connection
'1": 1200 bits/s '5": 19200 bits/s

'2': 2400 bits/s '6' : 38400 bits/s

'3": 4800 bits/s 7" : 57600 bits/s

'4'; 9600 bits/s ‘8’ : 115200 bits/s

The time out value must be compatible with the serialdspee
Min. time-out | Serial Speed (S21
(S214)
17 ms
9 ms
5 ms

1200 bits/s
2400 bits/s
4800 bits/

3 ms 9600 bits/
2ms 219200 bits/s

R/IW

S21z

Parity

Serial Link Parity Type
e '1" None (default) ,
e '2'Even,
e '3:0dd.

R/W

S213

Number of Stop
bits

Serial Link Stop Bits :
e 1 bit (default),
e 2 hits.

R/W

S214

Serial Link Time
Out

Indicates the value of the time-out on the serial liftke time ou
value must be compatible with the serial speed: (se® &fistel
description).

Between 2 and 100 milliseconds
Default : 5.

R/W

S216

Flow Control

Indicates flow control type:
e '0": Hardware: CTS/RTS
e 'l": Software: Xon/Xoff
e '2': None (default)
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Access | Register | Name | Description
Operation
R/W S220 | Function Mode Operating mode of the Modem :
e '1': Transparent
e '9': Addressed Secured and telemetry
R/W S223 | Number of Retries | Number of retries in case of non-Ack response to &SHGE
(addressed secured mode) mode, or in case of non free irddjo |
(LBT). Included between 0 and 255 (255 means retry pntil
Success).
Default value: 2
R/W S226 |LBT LBT ON / OFF, and sensitivity
e« ‘0:0FF
e ‘1’: ON with high sensitivity
e ‘2" : ON with medium sensitivity
e ‘3 : ON with low sensitivity
R/W S227 | Random Waiting Random waiting Time ON / OFF
Time . ‘0’ : OFF
. ‘1’ : ON
Low Power
R/W S24( | Type of Low-power | Low power behavio
Bits | 7(6|5(4]|3 2 1 0
nggign Serial Hard Pin
« Bit 1: when set, Stand-By is activated by Hardware pin
« Bit 2: when set, Stand-By activated by Serial command
« Bit 3: when set and in combination with Hard or Seriahdta
by, the module performs a cyclic wake up to listen peridigica
to the radio link.
Default : 0
R/W S24: | Cyclic wake uj Defines the time, in milliseconds, ween two wakeup slots whi
Period wake on radio is activated.
Between 100 and 65535ms
Default: 1000ms
R/W S24¢ Cyclic wake u Defines the time, in milliseconds, during which the modulg
Rx Duration listen to the radio when wake on radio is activated. If rdora
activity is detected during this time, the module restorgand by
Between 1 and 255ms
Default: 10ms
R/W S2457 | Cyclic wake uj Defines the timeout, in milliseconds, after which the moi
Rx Timeout returns to stand by when a radio carrier is detected butahd|v
frame is received. This duration has to be set in acnoedaith the
preamble length of the sender.
Between 10 and 65535ms
Default: 100ms

s
;’ |

3
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Access | Register | Name | Description
Network Control

R/W S250 Network ID Network Number on 2 Bytes.
Between 0 and 65535.
Default : 0

R/W S252 Client Number Client Number on 2 Bytes.
Between 1 and 65535.
Default : 1

R/W S255 Network Options | Indicates the Network options. 4 bits are used :

Bits 7 6 5 4 3 2 1 0

RSS | 7cx | 2B | Rel | AES | NH | CR | N°

Default value : 1

» Bit 'N°': indicates whether the received frame begins with thenCID (1) or
not (0).

> Bit 'CR': indicaes whether the received frame ends with the ‘CarriagerRet
character (0x0D) (1) or no@Y.

» Bit 'NH': indicates whether the format in Transmission (ancagption, if the
Bit 'N°' is activated) is ASCII (1=DataP) or Numeric (<0x01>=Data) (1).

> Bit ‘AES’: enable (1) or nof0) the AES encryption on data sent in addressed
secured mode.

» Bit 'Ret": Indicates if the ‘OK’ should be returned after each radingmissior
(0) or not (1).

> Bit '2B': In case of a Numeric Header (bit 'NH'=1) indicatethé& header is on
1 bytes Q) or 2 bytes (1). Used if you have more than 255 modemmur
system.

> Bit ‘ ACK’ : Disable the radio acknowledgement (1) or enab)le (

» Bit 'RSSI': Enable the value of received power at the end of theefra
(1) or not Q).

R/W S256 Default Address | Indicates the default address to which every radio fraitide

sent.

Between 0 and 65535.

Default : 0 (inactive)

R/W S258 Default Telemetry| Indicates the default address to which telemetry edgatgve
Address and telemetry IO copy frames will be sent.
Between 0 and 65535.

Default : 0 (no telemetry binding specified)

g RS

| N
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1/O control
R/W S260 10 Copy e '0: 10 copy disabled (Default)
e ‘110 copy Server
e ‘210 copy client
R/W S261 I/01 Config For each S26X registers, the corresponding 1/0OX cal
S262 I/02 Config. configured as:
S263 1/03 Config. « ‘0" Status dedicated” or pull down (Default)
S264 I/04 Config. » ‘1 Digital output with GND at power up
S265 I/05 Config. ‘2" Digital output with VCC at power up
S266 1/06 Conflg « ‘3 D|g|ta| input
S267 /07 Config. « '4: Rising edge detector input

S268 I/08 Config.

e ‘5 Falli tector i t
3269 109 Config, 5': Falling edge detector inpu

e '6": Both edges detector input
e ‘7": Analog Input®

(1) A few pins are shared between telemetry and sfatus
indicators like ‘Status TX-RX or ‘Frame Detect’. By
default, all this pins are used for status indication|and
the others are fixed in GND output. (s&Bedicateg
10 descriptiorfor details)

(2) Only J3 to J6 are analog capable. Bescription of
the telemetry functionalitfor details)

AES Encryption Key
R/W S280 AES Key Specify the 128 bits key used for AES encryption on datal sent
in addressed secured mode.
Only used when bit 3 of register 255 is enabled.
The encryption key must have 16 ASCII characters digits
‘0’ to ‘9, letters ‘@’ to 'z’ and ‘A’ to ‘Z’ can used.The
following symbols can also be used:
V'"#8% & ()*+,-./:;<=>?2[\]*_{|}+

Default: 0000000000000000

,lli i
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2.5. Dedicated |10 description.

Four 10s of LE50-868 are dedicated to inform dewtatus and happening events. These
signals (output) are activated by default but tkerwcan use these pins for other telemetry
usage by configuring registers S261 to S269. Refs] for detailed hardware description of
10s.

2.5.1. TX LED (101)

When register S261=0, this output signal is s&f@&C during radio transmission and stay to
GND the rest of the time. It is switched for alh#iof radio transmissions including ACK,
repetitions and radio tests.

2.5.2. RX LED (102)

When register S262=0, this output signal is sef@L as soon as a radio frame is detected
with correct synchronization word. The signal ragito GND as soon as the frame reception
is finished. This signal is the equivalent of “FeaDetect” on old Telit products.

Note that this signal switches at low level befapplication layer treatment, that is to say that
the signal goes to VCC even if a frame has nottresct network number or doesn’t match
the destination ID.

2.5.3. ACK TX (108)
Activated when S268=0.

In Addressed Secured mode, this signal rises to W@énh an ACK hasn’t been received after
frame transmission and repetition. This is the Wware version of “"ERROR” serial message.
It stays at VCC until next success addressed sg¢raesmission.

If 1O copy is set to server (S260=1), ACK TX riseYCC when an 1O copy client loss has
been detected. In this case, the signal stays & €ing 1 second.

2.5.4. Status RX/TX (109)

When register S269=0, this signal indicates theustaf the serial port. When serial port is
transmitting, Status RX/TX signal goes VCC unti¢ tbnd of serial transmission. The signal
stays to GND the rest of the time. It is particlyarseful to drive a RS232/485 converter.

g IPE | RSy
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2.6. Hayes over the air

It is possible to enter the configuration mode oémote module using a local one to forward
Hayes commands over the air and receive respormedtie remote module.

Setting are sent through th Remote module t
air without any physical be configured
access to the remote device B

Local module

2.6.1. Requirements

To send Hayes commands over the air, you havedw kine 11 characters serial number of
the remote module and also the current radio cordigon of the remote module: band,
channel and RF data rate.

2.6.2. How to start Hayes over the air

« First enter the configuration mode of the local mledy sending normal ‘+++’ serial
frame.

¢ Set up the local module in order to match the radmiguration of the remote one :
band, channel and RF data rate must be the samelrssremote module.

¢ Set the local module in Transparent mode (ATS220=1)

* Escape the configuration mode of the local modylsdmding ATO.

e Use the local module to send on the air the folt@aframe ‘+++xxxxxxxxxxx’ that is to
say ‘+++’ concatenate with the 11 characters ofrémeote module serial number. The
frame must be sent at once without any delay betwbaracters.

¢ If you receive an “OK” back, this means that yowdaorrectly entered the
configuration mode of the remote module. If you 'tloeceive any response, make sure
the serial number is correct and insure that yeurathe range of the remote module.

¢ You can now send any classic Hayes command teethete module. You can confirm
this state by asking the serial number sending “P92®” the remote module should
reply with its own serial number confirming thatuare currently configuring the
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desired module. Each command must be sent in dmsthmut delay between
characters. Now, for example you can change thal slata rate by sending ATS210=4;
this will turn the com port of the remote module9&00bds. All Hayes commands sent
over the air are replied normally like in local neod

« When you have completed the remote configurationply send ATO to escape the
remote configuration mode. The remote module sefdd &k and resume the operating
mode using the new configuration.

2.6.3. Particular case

Hayes over the air also allows acting on the radiiguration of the remote module. But in
this case, each parameter modified on the remotrilmenust also be applied locally.

For example, to change the radio channel fromQ &@&nd ‘+++XXXXXXXXXXX' to enter the
configuration mode of the remote module, send ‘AQGB2L’ to change the radio channel of
the remote module, remote module sends OK on chérarad then immediately apply the
new channel. At this step, remote module is alreadghannel 1 while local module is still
on channel 0. Send ‘+++’ to enter the local configion mode, send ‘ATS200=1’ to change
the local channel (OK back), send ‘ATO’ to escdpedonfiguration mode of the local
module. Now both modules share the same channet@ndan continue the remote
configuration or close it by sending ‘ATO'.

This procedure is the same for each parametertiaifethe radio link (band, channel, data
rate).

Finally, it is also possible to trig remotely soma€io test by sending ATTO or ATT1. In this
case, the radio test automatically stops aftere80r&ds on the remote module in order to
recover the communication with the local module.

.
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3. Description of the Telemetry Functionalities

This Chapter is dedicated to the telemetry funetiiby of the Star Network protocol stack. It
allows functional use of 1/0s of the module.

3.1. General Features

» Telemetry protocol is based on the addressed skoperating mode. Each module
is able to execute telemetry orders while exchangerial data.

0 9 pins of the module are dedicated for /O useh different capability :
o Standard digital In / Out

0 IRQ Input to automatically send a frame on edgeneve

0

12 bits analog inputs capable, readable eitheilyooaremotely

* |/O copy is available between 2 modules or morstam architecture to update digital
output according to digital input from another mizdu

* Independent I/O and data binding is possible tderdata and I/O frame to different
target.

* 9 pins are available for user telemetry applicat®ihpins are digital I/O capable and
some pin has specific functionalities shown inftiilowing table.

g1 Mg

L ﬁ;‘ i g E g S - ;
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J1 /01 TX LED v v v v
J2 /102 RX LED v v v v
J3 /103 - v v v®D v v
J4 1/04 - v 7 v 7@ 7
JE 1/05 - v v v v v
J6 1/06 - v v v v v
J7 /07 - v v v v
J€ 1/08 ACK TX v v v v
J9 1/09 Status TX/RX | V¥ 4 v v

(1) These pins are also able to wake up module frondstg in order to send a frame on edge event
To do so, 103 must be configured in rising edged®er and 104 in falling edge. The both edge
detection configuration can’t awake the module figtemdby.

Refer to[5] for detailed hardware description of 10s.
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3.2. Telemetry Frames Description

Telemetry protocol is able to execute telemetryeosdvhile exchanging serial data. It uses an
addressed secured mode to insure reliability artebark capabilities. Data and Telemetry
commands are differentiated using ‘=" and ‘T’ cledeas respectively. Thanks to addressed
secured mode, broadcasting is possible by seneliegnétry command or data to address ‘0'.

—> Adata frame is sent as following:

With ASCII headé?:

[ASCCI Address][“="][Data]
(example: “2=hello” sends “hello” on the serial lik of module N°2.)

With Numeric headé&:

[HEX Address][“="][Data]
(example: “<0x02>=hello” sends “hello” on the seridink of module N°2.)

—> While telemetry orders are sent as following:

With ASCII head€l:

[ASCCI Address][“T"][Telemetry_order]
(example: “3STDG<CR>" request to Get the digital ints values of module N°3)

With Numeric headé:

[HEX Address][“T"][Telemetry_order]
(example: “<0x03>TDG<CR>" request to Get the digitenputs values of module N°3)

(1) See hit 2 of S255 register for details.
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The telemetry frames are described in the followatges :

%  General request syntax :

S

Field Size (byte) Description

Address 1to5 ASCII ID of the addressed module
Separator indicating the end of address

e L field and the telemetry frame type
Specifies if the request is analogic ‘A’ or]

Technology 1 digital ‘D’
Specifies if operation is Get ‘G’ or Set ‘S

gocees L IO values

ij%eifr:((:ji];ek:)sn the variable For set request, a few information

pending needed in this field

commanc

<CR> 1 All telemetry frames ends by carriage
return

% General reply syntax :

return

Field Size (byte) Description

Address 1to5 ASCII ID of the addressed module
Separator indicating the end of addréss

U (@& . field and the telemetry frame type
Specifies if the reply is analogic ‘A’ or

Technology 1 digital ‘D

R (0x52)or E (0x45) 1 Indicate aReply orError from module
This field gives all the inputs state after a
get request execution. The values are

Values variable given in digital bit field or analog valug
depending of ‘technology’ indicator field.
This field is empty for Error replies.

<CR> 1 All telemetry frames ends by carria
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3.2.2. Detailed description of Telemetry orders
%  Digital Get request :
Field Size (byte) Descrip.tion : _

Address 1105 Iol? So;;i;eoggg:]es?sed module (in ASCII or in hexa depending
T (0x54) 1 i?gggiirfr;r;g;c?;glg the end of address field and |the
D (0x44) 1 ‘D’ indicates that a digital access is desired

G (0x47) 1 ‘G’ indicates that a Get (read) operation is asked.

<CR> 1 All telemetry frames ends by carriage return

Example I(with numeric header disable, S255-bit2 = 0):
User request (ASCII): 15TDG<CR>
Module return (ASCII): 15TDR259<CR>

ask digital inputs values of module 15
reply that 101, 102 and 109 are ‘1’ (others are ‘0’)

Example Awith numeric header enable, S255-bit2 = 1):
OF 54 44 47 OD
OF 54 44 52 01 03 0D

User request (Hex): ask digital inputs values of module 15

Module return (Hex): reply that 101, 102 and 109 are ‘1’ (others are ‘0’)

%  Analog Get request :

Field Size (byte) Descrip.tion : .
Address 1t05 loE‘) é);g;eozggaz‘;sed module (in ASCII or in hexa depending
T (0x54) 1 '[S‘é?g:]rea;tg{rfr ;r;géc?;gleg the end of address field and |the
A (0x41) 1 ‘A’ indicates that an analog access is desired
G (0x47) 1 ‘G’ indicates that a get (read) operation is asked.
<CR> 1 All telemetry frames ends by carriage return

Example I(with numeric header disable, S255-bit2 = 0):
User request (ASCII): 7TAG<CR>
Module return (ASCIl): 7TAR273,0,1020,89<CR>

ask analog inputs values of module 7
reply that 103=273mV, 104=0mV, 105=1020mV and

106=89mV
v -
T 4'.‘4;4 il {
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Example 2 (with numeric header enable, S255-bit2 = 1):
User request (Hex): 07 54 41 47 0D ask analog inputs values of module 7
Module return (Hex):07 54 41 52 01 11 00 00 03 FC 00 59 0DD3:273mV, 104:0mV, 105:1020mV, 106:89mV

%  Digital Set Command:

Field Size (byte) Description
ID of the addres«d module (in ASCII or in hexa dependi
Address LD of S255 options)
Separator indicating the end of address field and|the
T (e 1 telemetry frame type
D (0x44) 1 ‘D’ indicates that an digital access is desired
S (0x53) 1 ‘S’ indicates that a Set (write) operation is asked.
Mask 20r3 Indicates which output will be set, others will be
unchanged. (in ASCII or in hexa depending of S255 options)
. (0x20) Oorl ;erzrr:%rf\tor between Mask and Value, only in case of ASCII
Value 20r3 Specifies the value to set on output selected by the r(iask.
ASCII or in hexa depending of S255 options)
<CR> 1 All telemetry frames ends by carriage return

Example I(with numeric header disable, S255-bit2 = 0):
User request (ASCII): 28TDS136,8<CR:Set |04 to 1, reset 108 to 0 and let other IOs unchaogedodule 28
Module return (ASCII)28TDR264<CR> reply 10 state after request execution 104 and 109 argothers are ‘0’)

Example Awith numeric header enable, S255-bit2 = 1):

User request (Hex): 1C 54 44 53 00 88 00 08 0D Set 104 to 1, reset 108 to 0 and let other 10s unchanged
on module 28

Module return (Hex):1C 54 44 52 01 08 0D reply 10 state after request execution 104 and 109lare
(others are ‘0")

Note: If user attempts to write a non existent outpt (Mask > 256) a digital error is
returned, example: ‘ATDE<CR>’.
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Interruptible Inputs

All inputs are interruptible capable. That is ty,sthey are able to detect a rising edge or a
falling one or both depending of the configuratido. use this function, the input should be

declared as ‘Rising edge detector input’, ‘Falledge detector input’ or ‘Both edges detector
input’ in register 261 to 269.

When enabled, an edge event on those pins aut@ihatgends a telemetry frame to the
default client chosen in S258 register. The fraem® & the same as the one returned after a
digital read request. Of course the address s8R%8 register can be the address of the local
module (S258=S252) in this case, all edge evemtsegorted on the serial link of the local
module.

In addition, 103 and 104 are also able to detegfeeelven if module is in stand by mode. In
this case, when an edge occurs, the module firkewga and then sends the telemetry frame
to the default telemetry address specified in tegi258.

|0 Copy

“Telemetry” is the action to read or set I/O ofeanote module by sending orders from an
intelligent part like PC or automate. “IO Copy’tige capacity to automatically set the outputs
of a module according to the inputs of a remote uednd vice versa. In this case, the
modules are autonomous without the need of a dtertro

General Usage

The 10 Copy can be used either in point to poiohéecture or in a star network. In all cases,
10 copy requires the use of one 10 server (S26@nt)one or more IO client (S260=2).

Each client sends periodically its input valueghe server (specified in S258 register) and
wait for server input values coming back to updtéocal outputs.

The update period is chosen by S243 register frotnté 65000 ms and can be different for
each client. Between 2 updates, a client may gaadnd-by mode to save power if asked by
S240 register.

All communications are performed by client, theveeronly answers to client requests. This
operating mode allows clients to be very low powsdrile only the master needs to be
permanently powered. If a lot of clients are usdthwghort update period, it is strongly
recommended to use LBT to avoid radio collisiore(S226 register).
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— 10 Server 10 Client
101 101
02 M S220=9 $220=9 102
——<| S240=0 $240=0 T Image oflO1 to
| 103 1 s243=1000 $243=5000 104 server inputs
104 | S252=255 S252=1 104
$258=0 S258=255
95 | 5260-1 S260=2 105 |
06 | S261to 264=3 S261to 264=1 K 106
Image 0flO5 to o7 | S26510269=1 S26510 269=3 |'|07
109 client inputs '
08 108
09 109
Input Output
Example 1

IO copy in point to point architecture with 4 portopied from server to client and 5 ports
copied from client to server with one refresh evérgeconds.
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IO Client 1 Image oflO1, 102
101 } server inputs
S220=9 102
S240=5
$243=1000 103
S252=1 104
S258=255
S260=2
S261, 262=1
— 10 Serve S263, 264=3
| 101 S2665 to 269=0 Not used
Image of 103, 104 S240=0
inputs of client 1 108 | $243=1000
104 S252=255
105 S258=0
g el 10 Client
106 S261, 262=3
S263, 264=1 —
Image of 107, 109 107 | 5265, 266=3 234218:; Not used
inputs of client 2 108 S267 to 269=1 S243-6000
109 S252=2
S258=255 Image of 105, 106
S260=2 server inputs
S261 to 264=0
S265, 266=1 107
Output not used 109

Example 2
IO copy with Star architecture with 2 ports copi®m server to each client, 2 ports copied from

client 1 to server and 3 ports copied from client@2server. Low power is activated on both clients
with one refresh each second on Client 1 and evéiseconds on Client 2.

\ el \
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_ 10 Serve
101
T | S220=9
| 192 X s240-0
103 X $243=1000 10 Client N
104 S252=255 :“' ________ I 101
——<| $258=0 ——T——-———- .
105 1 s260=1 L Lo 1o
106 ) S261to 269=3 | 1ocClient3 Lo 103
— |
107 | 10Client 2 o o4
108 IO Client 1 > >| 105 >
— S220=9 102 I outputs are
S240=5 107 the images
S243=5000 of server
S252=1 inputs
S258=255
S260=2
S261 to 269=1
Input Output

Example 3
IO copy with Star architecture with server inputsgied to N clients outputs.

|l o -
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Optimized Usage

If refresh time is critical to update outputs of therver according to the inputs of a client, it is
possible to use the interrupt functionality. Insticase, an edged occurring on the client input
will immediately trigs the send of an update fratoethe server without waiting the next
refresh period.

Finally, it is possible to detect a link failure émall network up to 9 clients. When a client
sends its inputs values, the frame also contairtitier period in second. The server records
this period for each of the first 9 clients. Wheessage is ho more received from a client
during twice the specified period + 1 second, thaster indicates the failure writing
‘255TDE<CR>’ on its serial link and rising edge AGK_TX signal.

Combining the two previous functionalities:
e The consumption is very low,
* The server outputs are refreshed immediately i ohgsn edge occurring on a client,
* The radio link and client operation are checkedaggécally.

This configuration is ideal for wireless alarm sanas exposed in example 4.

More over, if it is not necessary to know on whatent the edge occurred, it is possible to
install up to 9 clients, all with 104 as interrupput activated. In this case, the 104 server
output will fall down as soon as an event occursa of the 9 clients.
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102

10 Client 1

S220=9
S240=5
S243=60000
S252=1
S5258=255
S5260=2

S261 to 263=0
S264=5

S265 to 269=0
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Input Output

Output not used

v

A 103
104

10 Client 2

S220=9
S240=5
S243=60000
S252=2
S5258=255
S260=2
S261, 262=0
S263=4
S264 to 269=0

10 Serve

S220=9
S240=0
S243=0
$252=255
S258=0
S260=1
S261, 262=0

}

Example 4
Low power and fast response time.

Two very low power clients send their values only oncergwninute but can send
immediately a frame in case of edge.
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3.3.3. Bindings

A binding is a virtual link between two modulessinulate a point to point communication
even if these modules are included in a bigger odtwThe advantage is that no more
encapsulation is needed to send data between thebaules.

In telemetry protocol, it is possible to set twéfetient bindings for data and telemetry frames.
The default data client is chosen in S256 registate the default telemetry client is chosen

in S258. In this case all telemetry actions suckOasopy or edge detector are routed to the
client specified in S258 while all data frames aveted the client defined in S256 without

any ID nor encapsulation consideration during use.

Note: if a data binding is set (S285) no more telemetry order can be sent via thelskark;
a data binded module consider all serial frametates to be sent to the default recipient.

Serial data to/from

module 2 without
encapsulation Module 2 _—I
l gggéfi B Serial data to/from
Data Bindin L module 1 without
— Module 1 ’ — encapsulation
4 s252=1 N
-  S256=2
7] S258=3
- Module 3 e—
] 10 Binding -
S252=3 |
10 ports image/source S258=1 |
of module 3 10 ports - l

10 ports image/sourc
of module 1 IO ports

Example:
Independent data and telemetry bindings

i
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4, Document History
Revision Date Changes
0 2011-02-23 First issue
1 2011-05-17 e 8lI.2 - Operating Modes: complete rewrite to beaote.

e 8l1.3 - Network Configuration : addition of AES lahd
explanation of this bit in 255 register

e 8l1.3 - Default telemetry Address: S258, new reagist
coming with new telemetry functions now available

e 8l1.3 - Low Power Configuration: this chapter is
completely new and describe all low power modes and
associate registers.

e 8ll.4 : Note about Cyclic wake up limitation now
removed because Cyclic wake up is now operational |i
all modes.

* 8ll.4 :in registers table, add AES bit in reg 26% add
reg 258.

* 8ll.4 :in registers table, S260 appeared with new
telemetry features, and some precisions for red $26
269.

* 8ll.4 :in registers table, new register for AESBEption
Key

e 8lI.5. Dedicated IO description : this chapter is
completely new and describes all pins which have
specific functions

e 8lll.1: add IRQ feature, add I/O copy features.

» 8lIl.1 : new version of the 10 table, clearer andren
exhaustive.

e 8lll.2 - Analog Get request : this paragraph is new

e 8lll.2 - Interruptible inputs, IO copy and Bindingew
paragraphs coming with new telemetry functionadi

2 2011-10-25 e 83.1 — better description of I/O3 and 1/04 features

» 82.2 — Information regarding buffer size

* 82.3 - Information regarding buffer capacity foriak

flow control
2011-11-17 * Template modification
2012-07-02 * 82.3:registers modifications including LE50-433

* 82.4:registers modifications including LE50-433

5 2012-08-29 * 82.6 — Hayes over the air : this paragraph is new
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